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Overview 
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• Information Security 
 

• Trends in Cyber-Security Threats 
 

• Leading Risk Vectors 
 
• What can I do? 

– As a general user 
– As a system administrator 

 



What is Information Security? 
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• Information security supports the protection of 
information resources from unauthorized access, 
which could compromise their confidentiality, integrity, 
and availability.  

  
• Information resources: infrastructure (such as 

computers and networks) and information (whether or 
not it is related to individuals). 

 
• Information security is essential for autonomy privacy 

(“right to not be observed”) and information privacy 
(“protection required by law or policy”). 
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WHY? 





Who you are 
What you do 

Where you work 
How you work 
How you live 





1
0 



Trending Threats in Higher Education 

11 

• Significant increases in breaches*  
– 2011: 572,000 records 
– 2012: 1,730,000 records 
– 2013: 2,800,000 records 
 

• Breaches of records in the past 120 days alone* 
– University of Maryland: 309,079 
– North Dakota University: 290,780 
– Indiana University: 146,000 

 
• Coming soon…your breach in the news 

– Public visibility and scrutiny is increasing 
– Social media and “instant broadcast” 

*Source: Privacy Rights Clearinghouse 



UC is not immune 
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• UCSF– 10,000 records this past March 
• UC Davis Health System – 1,800 in January 
• UCLA Health System – 16,000 in 2011 
• UCB – 160,000 in 2009 
• UCLA – 800,000 in 2006 

 
• UC stewards data: 

– 65,000 retirees 
– 180,000 employees 
– 5,000,000 students – past and current 
– Millions of patients 

 
• Obligation to preserve the public trust 

 



What’s it worth?* 
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• Social Security number: $1-3 
• Facebook: $2.50 
• Apple ID: $8 
• Credit Card: $20 
• Medical Record: $50 
• Tax Fraud /Identify Theft: $3,400 

 
• The number one group targeted for tax fraud / identity 

theft: students 
– 50% higher than elderly, children and deceased – 

combined 

*Sources: KrebsOnSecurity, RAND National Security Research 
Division, Medical ID Fraud Alliance, US GPO, US Dept. of Treasury 



Leading Risk Vectors  
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• Lost and stolen devices 

 
• Compromised credentials (“phished”) 

  
• Compromised devices (“hacked”) 

 
• Insider (accidental or nefarious) 

 
 
 



What can I do as a general user? 
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• Encrypt devices used for UC business – no matter 

who bought them 
• Encrypt your smartphone or tablet – no matter who 

bought it 
– Connecting to Exchange does this easy-peasy  

• Make your UC password different from other 
passwords 

• Report anything that does not pass the “gut” test 
– Emails asking for passwords 
– People you don’t know asking for access 
– Data in places it should not be 
 

 
 



What can I do as a system administrator? 
“Seven Steps to Security” 
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• W hitelist connections or applications 

• E nsure patching of systems and applications 

• A ccess and unusual event monitoring 
• V ulnerability test systems and applications 

• E xposed to the world, so harden it! 

• R otate system admin password quarterly 

• S eparate accounts for sysadmin vs. general work – 
with different passwords 
 
 



 

Thank you 
and Q&A 
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