
ETHICS,  COMPLIANCE AND AUDIT SERVICES  

 
COMPLIANCE ALERT                                SEPTEMBER 2,  2020 

FEDERAL LAW S MAY REGULATE RESEARCH/TELEW ORK FROM CERTAIN COUNTRIES  
 

CURRENT REQUIREMENTS 
Under federal export control law, University research or telework from a country subject to comprehensive 
sanctions, including Cuba, Iran, North Korea, Syria, and the Crimea region of Ukraine, is a regulated service 
and may require a license1.  
 
For example, the COVID-19 pandemic travel restrictions are preventing some UC researchers from entering the 
United States to begin work. In some situations, the researchers desire to work remotely. If a researcher is in 
Cuba, Iran, North Korea, Syria, or the Crimea region of Ukraine, the University will most likely need to obtain a 
license before work begins. License determinations are made by the location’s Export Control Officer, who will 
review the proposed activity and apply for a specific license when one is needed.  
 
LICENSE TIMING  
License applications take 3-12 months or longer for processing by the federal government, and approval is not 
guaranteed. The license must be in place before the regulated service or, in the above example, before the 
individual begins work remotely.  
 
CAMPUS COORDINATION 
To identify UC employees who may potentially conduct research or 
telework from a sanctioned country, the following offices and individuals 
should coordinate with their local export control office, and if needed, with 
University counsel: 

• Academic Personnel 
• Graduate and Undergraduate Division Deans  
• Faculty 

 
If you have additional questions contact your local Export Control Officer 
or contact Marci Copeland, Associate Director Systemwide Export Control 
at marci.copeland@ucop.edu. 
 
OTHER RELATED ACTIVITIES 
See Compliance Alert dated September 1, 2020 for details on similar activities that may fall under sanctions 
regulations. 

                                                           
1 RE L E V A N T  R E G U L A T I O N S  
Cuba: 31 CFR 515.201(a), 31 CFR 515.564, 31 CFR 515.565 
Iran: 31 CFR 560.201, 31 CFR 560.204, 31 CFR 560.410(a), 31 CFR 560. General License G 
North Korea: 31 CFR 510.205, 31 CFR 510.206 
Syria: 31 CFR 542.207 
Crimea Region of the Ukraine: E.O. 13685, dated 12/19/2014 

KEY TAKEAWAY 
The location Export Control 
Officer should be consulted in 
advance of any plans for 
research/telework from the 
sanctioned countries listed 
above for a license 
determination. The University is 
required to obtain a license in 
advance of research or telework, 
when one is required.  

https://www.ucop.edu/ethics-compliance-audit-services/compliance/export-control/campus-contacts.html
mailto:marci.copeland@ucop.edu
https://www.ecfr.gov/cgi-bin/text-idx?SID=21dc23a1ba06e4630be191e87009702a&mc=true&node=se31.3.515_1201&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=04e82e2aad2d169e3dd9e7d190f73ba4&mc=true&node=se31.3.515_1564&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=04e82e2aad2d169e3dd9e7d190f73ba4&mc=true&node=se31.3.515_1565&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=6940389cc68269a3e4a8ec34a320bdda&mc=true&node=se31.3.560_1201&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=69da6dfd08f6e1aa3272029ad4c0c260&mc=true&node=se31.3.560_1204&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=69da6dfd08f6e1aa3272029ad4c0c260&mc=true&node=se31.3.560_1410&rgn=div8
https://home.treasury.gov/system/files/126/iran_glg.pdf
https://www.ecfr.gov/cgi-bin/text-idx?SID=21ffeeef7391a5e1d14dde1343e96a8e&mc=true&node=se31.3.510_1205&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=ac2b7c8e3116e471e77c96e7f6cac586&mc=true&node=se31.3.510_1206&rgn=div8
https://www.ecfr.gov/cgi-bin/text-idx?SID=9c918284db7d7d9fe40efb97d51741d4&mc=true&node=se31.3.542_1207&rgn=div8
https://home.treasury.gov/system/files/126/ukraine_eo4.pdf

