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CORE AUDIT PROGRAM

PAYROLL

I.
Audit Approach

As an element of the University’s core business functions, Payroll will be audited approximately every three years using a risk-based approach.  The minimum requirements set forth in Section II, “General Overview and Risk Assessment,” must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing.  

This audit will only address payroll as defined by the generation of pay (paycheck/Surepay advice).  The audit assumes that the employee was properly hired and that employment data was properly input to the system.  No benefit issues will be addressed

Estimated total time to complete this program – 800 hrs.

II. 
General Overview and Risk Assessment (Estimated time to complete – 300 hrs.)

At a minimum, general overview procedures will include interviews with Payroll Office management and key personnel; a review of available financial and management reports; review of key reference/training material, evaluation of implementation of University-wide policies; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment A), process flowcharts, and the examination of a sample of documents supporting key process controls. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain an understanding of significant processes and practices employed in administering the payroll function, specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial results;

· Compliance with University policies and procedures; collective bargaining agreements; and governmental regulations;

· Training and support;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interface.
	· Poor management communication regarding expectations may result in inappropriate behavior.

· Non-compliance with University policy may result in inappropriate practices.  

· Risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud, misuse and errors or omissions.

· Inadequate accountability for the achievement of objectives may decrease the likelihood of achieving anticipated/desired results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations, policies and procedures.  


B.
The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview the Payroll department director and key managers to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes.

2. Obtain and review applicable organizational charts, delegations of authority, and management reports. 

3. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns and areas of perceived risk.

4. Where processes are decentralized, interview selected staff in departments to obtain their perspective.  During all interviews, solicit input on concerns or areas of perceived risk.  Evaluate the adequacy of training provided to the staff and the reasonableness of delegated responsibilities.  

5. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for financial results is clearly demonstrated.

6. If the organizational structure and various reporting processes do not appear adequate, recommend alternative structures or reporting processes to enhance assurance.  Comparison to corresponding departments on other campuses may provide value by demonstrating better accountability.

Business Processes

7. Identify all key departmental activities, gaining an understanding of the corresponding payroll processes applied centrally and those applied within individual departments.  In addition to regular pay, consider processes for overtime and other “special” conditions.

8. For payroll processes, document positions with responsibility for initiating, reviewing, approving, and reconciling payroll transactions.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

9. Conduct walk-throughs of various processes for a small sample of transactions by reviewing ledger entries and corresponding documents, comparing to processes as described by key personnel.  

10. Evaluate processes for adequate separation of responsibilities.  Evaluate the adequacy of the processes to provide reasonable assurance that University and other agency resources are properly safeguarded.

11. If processes do not appear adequate, develop detailed test objectives and procedures and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval.  

Information Systems

12.
Obtain an understanding of the payroll/personnel system.  Interview appropriate personnel to identify all information systems, applications, databases, and interfaces (manual or electronic) with other systems.  Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:

a. Is this an electronic or manual information system?

b. Does the system interface with any system other than the financial system?  If yes, is that interface manual or electronic?

c. What types of access controls are in place within the automated system?

d. What type(s) of source documents are used to input the data?

e. What types of edit controls are in place within the automated system?

f. How are transactions reviewed and approved within the system?

g. Who performs reconciliation of the system's output to ensure correct information?

h. Is a disaster/back-up recovery system in place for this system?

i. What is the retention period for source documents and system data?

13. Where the University’s base payroll system is used, determine whether recent payroll system updates (Service Requests issued by UCOP) applicable to this area have been installed and tested.   Inquire regarding any local modifications made.   Where other systems are used, review documentation of recent updates, including testing, to implement new policies.

14. If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed two-way testing with specific test criteria.  

C. Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented.  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (compliance, operational efficiency and effectiveness, and information systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: time since last review, recent audit findings; organizational change; and any other significant process specific risks identified by the auditor. 

III. 
Financial (Estimated time to complete – 200 hrs.)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes:

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting specifically addressing the following components:

· Department processes;

· Monitoring of payroll entries/transactions;

· Reconciliation of payroll ledgers.
	· Processes may not adequately align resources with key business objectives.

· Entries/transactions not adequately monitored and evaluated may result in fraud or errors.

· Incomplete or inaccurate reporting of employee wages.


B. The following procedures should be considered whenever the core audit is conducted.

1. Identify all payroll reporting methods in use by Campus Payroll for both departmental and centralized activities.  Obtain and review copies of recent financial reports.


2.
Gain an understanding of the different methods implemented to monitor payroll entries/transactions.  Validate on a test basis.


3.
On a test basis, evaluate the accuracy and reliability of payroll reporting.  If certain reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as needed to determine the impact of financial reporting issues.

IV.
Compliance (Estimated time to complete – 200 hrs.)

A. The following table summarizes audit objectives and corresponding high-level risks regarding compliance with payroll policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate local compliance with the following requirements: 

· University-wide payroll policies;

· Collective bargaining agreements;

· Delegations and limitations of authority; and

· Applicable Federal/State statutes and regulations.

Determine whether monitoring procedures are in place to assess compliance with University policy and regulations.
	· Non-compliance with policies and procedures may result in inappropriate behavior or Federal/State sanctions,

· Delegations of authority may be improperly exceeded.

· Absence of monitoring may result in undetected non-compliance.




B. The following procedures should be considered whenever the audit is conducted. 

1. Additional analysis of payroll/personnel system data, considering such things as normal relationships, trends over time, comparison with other locations.  Investigate and inquire as necessary regarding unusual relationships, trends, etc.  

2. Review use of codes that bypass or override system-generation of appropriate information.  

3. Filter data for apparent exceptions to policy.  Perform appropriate audit testing procedures for the sample and conclude.  

V.
Operational Effectiveness and Efficiency (Estimated time to complete – 50 hrs.)

A. The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency. 

	Audit Objective
	Areas of Risk

	Evaluate effectiveness and efficiency of payroll processing operations, specifically addressing the following areas:

· Monitoring of compliance

· Centralization/decentralization

· Support & training

· Separation of duties
	· Ineffective operations may result in non-compliance. 

· Inefficiencies result in waste of resources.

· Improperly supported and trained individuals lead to errors or inappropriate entries.

· Inadequate separation of duties or monitoring could result in undetected errors or inappropriate transactions.



B. Based on the information obtained during the general overview and compliance section, evaluate whether any operations should be evaluated further via detailed analysis/testing.  For example, the following procedures should be considered:

1. Review evidence that management is effectively using exception and other reports to monitor compliance.  

2. Evaluate whether training and reference materials (hard-copy and on-line) provide clear, understandable guidance that is readily accessible, up-to-date and consistent with policy.  

3. Interview appropriate staff responsible for payroll processing to evaluate the individual’s knowledge and ability to appropriately apply University policy.  Inquire regarding training received.  

4. For decentralized processes, interview those delegating authority and a sample of those to whom it is delegated and evaluate whether accountability is maintained and respective responsibilities are clear.  

VI.
Information Systems (Estimated time to complete – 50 hrs.)

A. The following table summarizes audit objectives and corresponding high-level risks regarding Information systems. 

	Audit Objective
	Areas of Risk

	Evaluate the following aspects of payroll & personnel systems:

· Embedded system controls;

· Update access;

· Records management policies and practices for paper and electronic records;

· Electronic interfaces with UCOP systems.


	· Unapproved or inappropriate updates could be made.  

· Policy changes may not be effectively implemented where system changes have not been made and/or user manuals are outdated.

· Interface problems could result in inappropriate payment and/or recording.




B.
The following procedures should be considered whenever the core audit is conducted.

1. Determine whether access and functionality is periodically reviewed.   Obtain a system-generated report of access rights and test whether it contains only current employees with job requirements consistent with the access and functionality.   

2. Determine whether update activity is reviewed for unauthorized transactions.

3. Determine whether recent policy changes are reflected and embedded within system processing.  If not, determine whether alternative processes have been established to ensure appropriate treatment of individuals.

4. Determine whether user manuals and reference materials have been updated for recent policy changes.  

C.
Evaluate the adequacy of the information and communication system(s) in ensuring the integrity, confidentiality, and availability of University information resources related to payroll processing.

Attachment A

Proposed Internal Control Questionnaire (ICQ)

GENERAL OBJECTIVES:
1. Please provide the following:

a.
Mission statement

b. Organization chart

c. Current delegations of authority or responsibility

d. Most recent job descriptions for key management positions

e. Strategic planning documents

f. List of regularly prepared management reports, including system-generated exception reports 

e.
List of key departmental contacts for major departmental activities

f. System-generated list of users with update functions

g. List of key departmental contacts for major departmental activities

2. Please describe any significant changes to operations in the last three years.  For example, please list any turnover in key positions, changes to policies, processes, or procedures, new information systems, new or revised compliance requirements, etc.

3. Please describe management’s processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process and corresponding reporting.  

4. Does management have any concerns with regard to current activities?  If so, what are they?  

5. Have departmental operations been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, governmental agencies, etc.)  If so, please provide the report of results.  

FINANCIAL OBJECTIVES:

1. What reports are regularly prepared by Campus Payroll and with what frequency (including edit reports, error reports, adjustment reports)?  Who prepares the reports and to whom are they distributed?

2. Please describe the time collection process within your department, including time recording and reporting procedures, as well as verification of time record by the employee and approval by his/her supervisor.

3. Please describe the procedures used in reconciling payroll ledgers and general ledgers with internal and external documentation.

4. Please describe the process for distributing paychecks/Surepay advices within your department.

5. Please describe the processing of special payrolls and adjustments.

6. Are payroll responsibilities properly segregated within your department?  Please explain.

COMPLIANCE OBJECTIVES:
1. Please describe your processes for promoting and ensuring compliance with University policies, collective bargaining agreements, and other regulations.

2. Are there any prescribed processes for monitoring the level of compliance with specific requirements, and reporting internally discovered instances of non-compliance (or non-compliance) and its impact?

3. In your opinion, are there any specific policies, procedures, rules or regulations that are not consistently observed?  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact.

4. Are there currently any out-of-compliance determinations made by any agency that relate to any payroll function?

OPERATIONAL OBJECTIVES:

1. Please describe your core business functions/processes including the following:

a. Administration

b. System Implementation, Training and Hotline

c. Taxes and Unemployment Insurance

d. Forms and Records

e. Account Reconciliation

f. Forms and Records

2.
Please describe your management reporting processes regarding the status of operational activities.  Please include both written and verbal reporting channels.  For example, include documented status reports, as well as status meetings.  Also, please indicate which are used on a recurring basis, and the frequency, and which are used on a more ad-hoc basis.

3.
Please describe the communication between Campus Payroll and the departments as it relates to the processing of payroll (entries, transactions, adjustments, etc.).

4.
Please describe any improvements you have instigated in the past year to the operational activities of the department.  What plans are made for future improvements?

INFORMATION SYSTEMS OBJECTIVES: 
1. Please describe the information systems used within Campus Payroll.  Please also note whether systems are manual or electronic.  
2. Please describe how system access and functionality is granted, managed and secured and restricted.  Who is responsible for systems administration and security?  How is physical security maintained?   Also, describe how updates to data are reviewed and approved.  
3. What edit controls are in place within the automated system?

4. If the University base payroll system is used, what modifications have been made?  What is the most recent Service Request (SR) installed?  Have any released SRs not been installed?  

5. If the University base payroll system is not used, are recent policy changes reflected in system processing?  What testing was performed?  

6. What reconciliation or other controls are in place to ensure that output is correct and correctly transferred to UCOP systems?

7. Have there been any indications of problems with the payroll system?

8. Are there any known problems with payroll processing that would cause employees to receive inappropriate pay?  If so, please describe.  

9. Do you have any concerns about the payroll system or interfaces with other systems?

Attachment B

Resources for the Auditor

· University-wide Policies

· Personnel Policies for Staff Members (PPSM) 

· Appendix II—Senior Management Personnel Policies

· Delegations of Authority for Policies Covering Staff Employees

· Collective Bargaining Agreements

· Accounting Manual P-196-13, Payroll: Attendance, Time Reporting, and Leave Accrual Records.

· UC Records Disposition Schedules Manual

· Campus Payroll Services Website

· Business and Finance Bulletin (BUS-BFB IA-101) Internal Control Standards Departmental Payroll – for distribution of Payroll checks and Surepay advices.
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