Audit Procedures and Internal Control Questionnaires

Facilities Design and Construction Program


I.
Audit Approach

As an element of the University’s core business functions, Facilities Design and Construction will be audited once every three to five years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment  ( 120  hours)
At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment I), process flowcharts, and the examination of how documents are handled for key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the implementation of the local facilities design and construction program, specifically addressing the following components:

· Management philosophy, and operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.
	· Poor management communication regarding expectations may result in inappropriate behavior.

· The program's risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud.

· Inadequate accountability for the  achievement of financial or programmatic results may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview the department director and key managers to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes.

2. Obtain the department's organizational chart, delegations of authority, and management reports. 

3. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of perceived risk. 

4. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated. 

5. If the organizational structure and various reporting processes do not appear adequate, consider alternative structures or reporting processes to enhance assurance.  Comparison to similar local departments, or corresponding departments on other campuses, may provide value by demonstrating better accountability.

Business Processes

6. Identify all key department activities, gain an understanding of the corresponding business processes, and positions with process responsibilities. 

7. For financial processes, document positions with responsibility for initiating, reviewing, approving, and reconciling financial transaction types.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

8. Conduct walk-throughs of various processes for a small sample of transactions by reviewing ledger entries, and corresponding documents noting approval signatures (manual or electronic) versus processes as described by department. 

9.  Evaluate processes for adequate separation of responsibilities.   Evaluate the adequacy of the processes to provide reasonable assurance that University resources are properly safeguarded.

10. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information Systems

11.
Interview department information systems personnel to identify all department information systems, applications, databases, and interfaces (manual or electronic) with other systems. Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:
a. Is this an electronic or manual information system?

b. Does the system interface with core administrative information systems? If yes is that interface manual or electronic?

c. What type(s) of source documents are used to input the data?

d. What type of access controls and edit controls are in place within the automated system?

e. How are transactions reviewed and approved with the system?

f. Who performs reconciliation of the system's output to ensure correct information?

g. Is a disaster/back-up recovery system in place for this system?

h. What is the retention period for source documents and system data?

12.
Obtain and review systems documentation, if available. 

13.
Document information flow via flowcharts or narratives, including all interfaces with other systems.   Consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   

14.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

15.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial   ( 50  hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Department budget processes;

· Capital project budget processes;

· Monitoring of budget variances;

· Classification of direct versus overhead charges;

· Recharge center operations and overhead rate calculations; and

· Capital project costing practices (i.e., actual vs. standard costs; capitalization).
	·  Budgeting processes may not adequately align resources with key business objectives.

· Budget variances not adequately monitored and evaluated may result in department budget overdrafts, or project cost overruns.  

· Improper classification of costs may cause regulatory compliance concerns (A‑21, cost accounting standards). 

· Recharge methodologies and overhead rate calculations may not yield full cost recovery.

· Costing practices may cause small projects to carry disproportionate share of overhead, or may result in incorrect valuations for project capitalization.


B.
The following procedures should be considered whenever the core audit is conducted.

1.
Identify all financial reporting methods in use by the department for both departmental activities, and capital projects.  Obtain and review copies of recent financial reports. 

2.
Identify all budgetary reporting methods in use by the department for both departmental activities, and capital projects.  Obtain and review copies of recent budgetary reports.

3. Document through spreadsheets, narratives, or flowcharts capital project budget processes and capital project costing practices (i.e., actual vs. standard costs; capitalization).

4.
Gain an understanding of the different methods implemented to monitor department, fund, and project budget variances.  Validate on a test basis. 

5.
Interview department staff to document the process of classifying cost as either, direct charges or overhead charge.  Gain an understanding of the overhead rate calculation and review process.  Validate on a test basis.

6.
On a test basis, evaluate the accuracy and reliability of financial reporting. If certain reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as need to determine the impact of financial reporting issues.  

IV.  Compliance    ( 40  hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate local compliance with the following requirements: 
· UCOP Facilities Manual, e.g.,

· Delegations and limitations of authority;

· University facilities policies;

· State laws and regulations;

· Project quality management program requirements;

· Planning requirements;

· Design requirements;

· Construction contracting; 

· Bidding and construction administration;

· Applicable Federal rules and regulations relative to the use of federal funds on construction projects;

· Other University and local policies and procedures.
	· Delegations of authority may be improperly exceeded.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 

· Non-compliance of local processes with University requirements (Facilities Manual) may negatively impact project cost and schedule.




B.
The following procedures should be considered whenever the audit is conducted. 

1.
Select one construction project and evaluate compliance with the UCOP Facilities Manual in the following areas:

a.
University facilities policy requirements 
b. State laws and regulations

c. Planning requirements
d. Design requirements 

e.
Construction contracting 

f.
Bidding and construction administration 

2.
Select one construction project with some federal funding, and evaluate compliance with relevant federal requirements.  Federal grants may be obtained from a number of federal agencies, therefore, the specific regulation or law will be provided in the grant language.  Possible federal regulations that may be referenced include: the Davis Bacon Act, the Copeland Act, Affirmative Action requirements, Federal Acquisition Regulations, and other sections of the Code of Federal Regulations. 

3.
Interview department staff and determine if any local laws or regulations are applicable to University construction projects.  If laws and regulations are applicable, review a sample of construction contracts and department processes and policies to evaluate compliance.


4. Based on the limited review, evaluate whether processes provide a reasonable assurance that operations are in compliance with policies and procedures, and regulatory requirements. 

5.         If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures, and criteria to evaluate extent of non-compliance and impact.  Conduct additional detailed testing as needed to assess the overall impact of compliance concerns.  

V.        Operational Effectiveness and Efficiency ( 160 hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate project management control processes, specifically addressing the following areas:

· Personnel management (employees, independent contractors); 

· Contract pre-qualification, bid, and award;

· Contractor invoicing and University review and payment processes;

· University change order review and approval processes;

· Project management, inspection, and closeout processes;

· Internal cost capture and recording;

· Transition of responsibilities to maintenance after warranty period;

· Other processes, as needed.
	· Ineffective project management control processes may result in the University accepting sub-standard work product of contractors (design or construction), and may result in the University paying costs in excess of the true value of the services rendered.

· Inspection and closeout processes may result in the acceptance of substandard work.  

· Internal cost capture processes may not effectively document costs by project.

· Poor transition of responsibilities may result in reduced contractor liability, or poorly maintained facilities. 


B.
Based on the information obtained during the general, financial, and compliance overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered (preferably in context of the same projects selected during previous testing): 

Personnel Management (Employees, Independent Contractors)

1. Interview payroll and personnel staff to document the process used to determine whether an individual is acting as an employee or should classified as an independent contractor.  Ensure this process agrees with state and federal employment regulations.

2.  Determine that the process described above provides the University with adequate protection against the incorrect classification of an employee as an independent contractor.

Contract Pre-qualification, Bid, and Award

3. Interview the Construction Contract Manager and gain a detailed understanding of the current pre-qualification, bid, and award process for the different types of contracts awarded by the Department.

4. Note differences between major and minor capitol projects and the different contracting methods (i.e. Lump Sum, Contract Manager/General Contractor). 

5.  Ensure the process(es) described complies with State law and University policy. 

6.  Review the project files and test to determine if the projects sampled were awarded based on the process described.
Contractor Invoicing and University Review and Payment Processes

7. Interview the project managers for the projects selected and document the process performed to review and verify payments. 

8.  Interview the Department's accounting staff to document the process used to review, process, and make payments to vendors. 

9. For a sample of projects, test to determine if the process described by the project manager is operating by obtaining all project related financial or accounting transactions (General Ledger) that document owner expenditures. 

10. Review all payments made by owner for the construction project.  This includes payments to architects, engineers, general contractors, and consultants, as well as, other vendors.

11. Request vendor payment history from accounts payable system and reconcile the total payments made to vendors to the general ledger. 

12.  Note entries to the accounting records that may not be legitimate project expenditures.  Also, scan (or sort) accounting records for duplicate entries indicating possible duplicate payments.  Sort vendors by address, looking for fictitious vendors with the same address.

13. Reconcile the sum of the total payments made to each vendor to the various contract amounts as adjusted by change orders.  Investigate and resolve discrepancies, if any. 

14.  Review itemized payments made to each vendor for each project and vouch a sample of vendor payments to canceled checks and voucher support (invoices/pay requests).  In selecting sample items, note check number, date and amount and vouch to cancel checks accordingly.

University Change Order Review and Approval Processes

15. Interview the project managers for the projects selected and document the process performed to review and verify change orders.  Determine if this process complies with University policy and the project's general conditions and agreement. 

16.  Using the sampled projects, review a sample of change orders.  Determine if the change orders corroborate the process described by the project manager.

17. Determine the process is adequate by preparing a Control Schedule of Owner Change Orders including all relevant change order information.  Foot change order item amounts to double check that the individual items agree with the total aggregate value of the Change Order.  Common clerical errors detected by this step include (1) change orders which incorrectly include credits as adds, or (2) the inclusion of the same change order item twice resulting in an overstatement of the Change Order amount.  Additionally, the Change Orders should be summarized and added to the original base contract to verify that the revised contract amount is correct.


Project Management, Inspection, and Closeout Processes

18. Interview the Department management to document project management processes. 

19. Interview a sample of Project Managers to document their process of documenting project oversight.  Note differences between management expectations, University policy, and project manager processes.

20.  Review project documents (meeting minutes, payment applications, inspection reports, and project correspondence) to determine if adequate project management exists. 

21.  Ensure inspection covers variety of construction activities including concrete, steel, electrical, fire systems, heating and air conditioning, and ensure project managers review and sign all inspections. 


Internal Cost Capture and Recording

22. Interview staff to evaluate processes for capturing, recording and reporting internal costs.

23. Prepare the internal control questionnaire contained in Attachment 2, documenting procedures for non-payroll expense activities.

24.  Based on process type (i.e. electronic, manual), prepare a test to trace postings of internal costs to original source documents.  Vouch data from source documents through the process to ensure the integrity of data and completeness of ledger transaction.   

Transition of Responsibilities to Maintenance after Warranty Period 

25. Interview staff charged with the transition of responsibility, and document process.  (The organizational location of the maintenance is not a factor when reviewing the process of transition of maintenance.)

26.  Determine if early maintenance costs are avoided by reviewing maintenance cost data and work order request for periods soon after warranty expiration.  If significant maintenance costs were required, determine if pre-warranty expiration repairs were made.

VI.
Information and Communication ( 30 hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases, system interfaces, and records practices.

· Personnel and timekeeping;

· Project cost accounting;

· Recharge and overhead applications;

· Project scheduling; 

· Work order systems; 

· Electronic or manual interfaces between departmental systems, applications, and/or databases;

· Electronic or manual interfaces with core administrative information systems;

· Records management policies and practices for both hardcopy and electronic records.
	·  Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management policy and practice may not adequately ensure availability.


B.
The following will be completed each year that the audit is conducted.

1.
Identify any significant breaches, failures, or changes to information systems, and corresponding business processes. 

2.
Evaluate the impact of these to the overall system of internal controls. 

C.
In addition, consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources.  

D.
Based on the information obtained during the information systems overview,  evaluate whether any information resources should be evaluated further via detailed testing using specific test criteria and procedures. 

GENERAL OBJECTIVES:

1.
Please provide the following to the extent that they are available:

a.
Mission statement or vision statement 

b.
Organizational chart

c.
Current delegations of authority or responsibility

d.
Most recent job descriptions for key management positions

e.
Strategic planning documents

f.
Chart of financial accounts

g.
List of regularly prepared management reports (financial and/or programmatic)


h.
List of key departmental contacts for major departmental activities 

2.
Please describe any significant changes to departmental operations in the last three years.  For example, please list any turnover in key positions; changes to policies, processes, or  procedures; new information systems; new or revised compliance requirements; etc.

3.
Please describe department management's processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process in detail and corresponding reporting, if any.  

4.
Do you have any concerns with regard to the current state of departmental activities?  If so, what are they?   If not, what departmental operations should be considered for selection as the focus or scope of the current review in your opinion?

5.
Have any departmental operations been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, regulatory agencies, etc.)?  If so, please provide the results of the review(s). 

FINANCIAL OBJECTIVES:

1.
Please describe departmental budget processes, including departmental funds, and capital funds.   Please also describe departmental processes and responsibilities for monitoring budget variances (actual financial results versus financial budgets). 

2.
What financial reports are prepared regularly and with what frequency?   Who prepares the financial reports, and to whom are they distributed?

3.
How are internal costs captured and charged to construction projects?   How are the internal costs classified as direct project costs or overhead?  What systems are involved?

4.
Please describe the accounting practices for capitalizing construction costs.  

COMPLIANCE OBJECTIVES:

1.
Please explain your processes for promoting and ensuring compliance with various requirements, e.g.,  the UCOP Facilities Manual, other University and local policies and procedures, and other rules and regulations.

2.
Are there any prescribed processes for monitoring the level of compliance with specific requirements, and reporting internally discovered instances of non-compliance?   If so, please describe the processes.

3.
In your opinion, are there any specific policies, procedures, rules, or regulations that are not consistently observed.  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact. 

4.
Has the department formally designated a liaison with various regulatory agencies, e.g., Cal-Trans, Cal-OSHA, Coastal Commission, FHWA, etc.?    Are there any agencies for which the liaison is more ad hoc? 

5.
Does the department (or the campus) have an active Fire Marshall program?

6.
Regarding contractor (and sub-contractor) compliance with contract terms and conditions, please answer the following:

a.
Who is responsible for monitoring contract compliance?

b.
Are certified payrolls provided by contractors?  

c.
Are performance bond and insurance requirements met?

d.
Do contractors invoice in accordance with contract terms and conditions?  For example, are invoices consistent with agreed-upon milestone payments?  Is retention withheld?  

e.
Are there currently any legal actions in progress for breach of contract?   Are there currently any mechanics liens on construction projects?    If so, please provide specifics.

f.
Other - please note any areas where contractor performance relative to contract terms and conditions has been non-compliant. 

OPERATIONAL OBJECTIVES:

1.
Please describe your core business processes for the following:


a.
Personnel management (for employees and contractors)


b.
Contract pre-qualification, bid, and award


c.
Contractor invoicing and University review and payment processing


d.
Change order initiation and review processes


e.
Project management, inspection and closeout


f.
Internal cost capture and recording (payroll and non-payroll expenditures)


g.
Recharges 

h.
Maintenance procedures (warranty and post-warranty periods)

2.
Please describe your management reporting processes regarding the status of operational activities.  Please include both written and verbal reporting channels.  For example, include documented status reports, as well as project status meetings.  Also, please indicate which are used on a recurring basis, and the frequency, and which are used on a more ad hoc basis. 

3.
Regarding personnel management, please answer the following:

a.
When bringing on a new person to fill an identified need, who makes the decision as to whether the role will be filled by an employee versus an independent contractor?  How is the decision made, i.e., what are the criteria?

b.
Please describe the internal processes for directing the work of employees, and evaluating performance.  Please describe the internal processes for directing the work of independent contractors, and evaluating performance.   What are the differences? 

4.
Regarding contract pre-qualification, bid, and award, please answer the following:

a.
How do you ensure the completeness of the pool of interested and available firms during the pre-qualification process?

b.
How is the construction bid process managed?  For example, are sealed bids used?   Is the process for opening sealed bids a public process?  How long are bid documents maintained? What happens if all bids exceed the construction estimate/budget? 

c.
What types of construction contracts are used, i.e., lump-sum, time and materials, guaranteed maximum, etc.?   How is this determined for a specific project, and by whom?

d.
Do your contracting processes include measures for ensuring that performance bond and insurance requirements are met?  For example, are contract awards held until requirements have been satisfied?

5.
Regarding contractor invoicing and University review and payment processing, please answer the following:

a.
Are certified payrolls reviewed for completeness, and for compliance with federal and state prevailing wage requirements (Davis-Bacon Act)? 

b.
Do you ensure that progress payments are consistent with contract terms and conditions, including provisions for applying retention?

c.
Are contractor invoices reviewed and approved by individuals with adequate knowledge to ensure their accuracy?   

d.
Are adjustments made to the invoices to correct inaccuracies before approving payment? 

e.
Is the payment of the final progress payment (e.g., retention withheld) contingent upon the inspector's final review and acceptance of the constructed facility?  Is it contingent upon confirmation of clear title (i.e., no mechanics' liens)?   

6. 
Regarding change order initiation and review processes, please answer the following:


a.
Who generally initiates change orders?  

b.
Who reviews and approves that the scope of a proposed change order is outside the scope of current contract(s)?   Who approves the total change order amount? 

c.
Are change order prices generally based on time and materials or negotiated amounts?  Who decides?  Are supporting schedules, prices, and rates reviewed for accuracy to some credible source (i.e., vendor price lists, standard costing manuals, etc.)?   Are extended prices and total calculated costs verified for mathematical accuracy? 

d.
Do you know of any project change orders that were questionable in terms of total dollar amount, or in terms of paying for something that appeared to already be covered under the original agreement?

e.
Does the total number of change orders, or total dollar amount of change orders, on any given construction project indicate apparent problems with the original design or design document?   

7.
Regarding project management, inspection, and closeout, please answer the following:

a.
What are your processes and tools for ensuring that project construction remains on schedule?   

b.
What are your processes and tools for ensuring that project construction includes quality materials (as specified) and workmanship?    

c.
Are punch lists used?  If so, when?  Is there a sign-off process?   

8.
Regarding internal cost capture and recording for payroll expenditures, please answer the following:

a.
How are internal (University) labor costs aggregated for charging to specific construction projects?   For example, are timecards used for charging effort to specific project numbers?   

b.
Do supervisors review and approve time that is direct charged to specific projects?

c.
Are all internal labor costs charged as direct costs, or are some costs recovered through an overhead assessment?   If any costs are recovered through overhead, how does this work? 

9.
Regarding internal cost capture and recording for non-payroll expenditures, please answer the following:

a.
How are internal (University) non-payroll costs charged to specific construction projects?      

b.
Do supervisors review and approve non-payroll costs that are direct charged to specific projects?

c.
Are all internal non-payroll costs charged as direct costs, or are some costs recovered through an overhead assessment?  If any costs are recovered through overhead, how does this work? 

10.
Regarding recharge processes, please answer the following:


a.
What types of costs are recharged to other departments?

 
b.
How does the recharge process work?

c.
How often are recharge pool balances reviewed?

d.
What ensures that recharge pools operate at or near break-even? 

11.
Regarding maintenance procedures (warranty and post-warranty periods),  please answer the following:

a.
Who is responsible for maintenance during the warranty period? 

b.
Who is responsible for maintenance after the warranty period?   Is there an official process for transitioning responsibilities?  

c.
Have any significant expenses been incurred for maintenance of recently constructed facilities?  If so, what was the outcome? 

12. 
Please describe any operational activities that, in your opinion, could be improved.   Specifically, what would be changed, and what would be the resulting benefit.  Has the idea been discussed internally and, if so, what was the result?  If not, why?

INFORMATION AND COMMUNICATIONS OBJECTIVES:

1.
Please provide the name and version of the information system used for the following.  Please also note whether applications are manual or electronic, and what system they run on. 


a.
Project Scheduling


b.
Project Time Recording 


c.
Overall Project Costs


d.
Recharges to capital projects (or departments)


e.
Other systems, if applicable  

2.
Who is responsible for systems administration and security?   How is physical security maintained for departmental information resources?  How is logical security (access) provided or restricted?   Who decides the level of security?  Are there an departmental security or computer use guidelines?

3.
Have any department information systems been developed internally?  If so, please describe the development process and the current status of the system(s)? 

4.
Do any departmental information systems interface with systems owned by other central administrative departments?  If so, please describe. 

5.
Does the department have a written disaster recover plan for emergencies?  If so, is that plan periodically tested?   When was the last test, and what were the results?  

6.
Please describe the records retention schedules that are followed. 

7.
Have there been any indications of problems with information, i.e., availability, accuracy, completeness, timeliness, security, etc.   Describe the problem and its resolution, if applicable. 

8.
Have all the required software licenses been acquired?   How are licenses tracked?  Are maintenance agreements current? 

9.
Do you have any concerns about departmental information systems, or interfaces with other systems? 

10.
Are there any plans for changing current information systems or adding new ones in the next three years? 

11.
Describe your virus protection strategy.

12.
Describe any additional security protections implemented (i.e., firewalls, IP filtering, IP Sec, VLAN, routing, encryption).

13.
Do you consistently have the information that you need to fulfill your job responsibilities? 

