UC Core Audit Program
Audit Program and Internal Control Questionnaire
Logical Security Management


I.
Audit Approach (total fieldwork budget for all the sections is estimated at 400hrs)

As an element of the University’s core business functions (payroll, financials, student, and medical), Logical Security will be audited approximately every three to five years using a risk-based approach.  Security related to a particular application including the design and implementation of the segregation of duties for a particular application should be part of the application review. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. Specifically the scope of the risk assessment and the audit will include consideration of :

· Overall security management including both physical and logical security, 

· Setting roles, responsibilities and procedures for security, 

· User security awareness education and training, 

· Monitoring security incidents and 

· Compliance with documented procedures, 

· Administering logical security software at a system level, 

· System administration and privileged accounts, 

· Ongoing administration of security with the systems that run in this environment, and 

· Administering logical security over the data,

· Program elements that were covered in other recent audits.  

II. 
General Overview and Risk Assessment  (90hrs – 22.5%)
For Campus, Medical Center, and Lab central logical security management (and key areas with non-centrally managed logical security); general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires process flowcharts, and the examination of how documents are handled for key processes. 

 A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain an understanding of significant processes and practices employed implementing and supporting the logical access security specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices including

· Awareness of and compliance with applicable laws, regulations and policies,

· Planning and management of logical security management financial resources,

· Efficient and effective operations;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.

· Hardware software change management

· Physical security 

· Business Continuity Planning

· Access control for logical security devices and applications

· Performance management

· Incident handling

· Logical security configuration


	· Poor management communication regarding expectations (standards and policies) may result in inappropriate behavior.

· Logical security management’s risk assessment processes may not identify and address key areas of risk. 

· Inadequate skill level or training to accomplish the necessary logical security tasks

· Inadequate separation of responsibilities for activities may create opportunities for fraud, misuse and errors or omissions. 

· Inadequate accountability for the achievement of logical security performance, security and availably 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

· Determine which units and associated management are responsible for planning, funding, and operations of logical security. 

· Obtain copies of organization charts for IT management responsible for logical security 

· Interview previously identified key IT managers to determine: 

· Management philosophy 

· Risk assessment processes (if any) 

· Management concerns about logical security

· Determine level of awareness and opinions towards local and UC Policies, laws, and regulations related to logical security 

· Determine if management believes sufficient funding is available to provide adequate logical security 

Financial

· Document budget for staffing, security software licensing fees, and training.

Compliance

· Document any local policies, procedures, standards, or guidelines, state (SB1386) or federal regulations (Gramm Leach Bliley Act) applying to logical security of the data and functions 
· Document any UC policies and procedures applying to logical security of the data and functions 
Operational Effectiveness and Efficiency

· Obtain copies of information security risk assessment documentation carried out by the owner of the information management (if any) and review for reasonableness.   

· Determine if management bases logical security controls on information security risk assessment.

· Document controls over logical security. 

Information and Communication

· Document any logging/audit trails implemented.

· Document logical security monitoring procedures for identifying and reporting issues.

C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information and communication).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial (30hrs – 7.5%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial logical security management processes.

	Audit Objective
	Areas of Risk

	Evaluate the adequacy of financial resources, and appropriate financial planning consistent with the objectives of Logical security management.  Include the following components:

· Appropriate investment in capital equipment,

· Appropriate investment in human resources.

· Appropriate management of contracts

· Does IT governance provide adequate consideration of financial needs


	· Poor systems performance,

· Inadequate capacity

· Inefficiency use of resources

· Inadequate funding of key positions

· Budgeting processes may not adequately align resources with key business objectives.

· Budget variances not adequately monitored and evaluated may result in department budget overdrafts, or project cost overruns.  

· Improper classification of costs may cause regulatory compliance concerns (A‑21, cost accounting standards). 

· Recharge methodologies and overhead rate calculations may not provide adequate funding for continued level of service.




B.
The following procedures should be considered whenever (the review) is conducted.

· Determine if logical security has a distinct budget or sub budget. 

· Obtain and review budget information related to logical security, as needed. 

· Determine if logical security risk assessment (performed by IT management) is considered in the budgeting process. 

IV.  Compliance (80hrs - 20%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· UC Policies, including;

1. IS3

2. Other Business and Finance Bulletins and other University policies

3. Electronic Communications policy; 

· Applicable State and Federal laws and regulations including;

1. HIPAA

2. FERPA

3. California Information Practices Act of 1977 
4. AB700 and SB1386

5. Gramm Leach Bliley Act  (GLBA)

Evaluate adequacy and compliance with local policies, standards and guidelines


	· Poor security, Poor performance, from lack of adequate guidance policy 

· Delegations of authority may be inappropriate.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 

· Non-compliance of local processes with University requirements may negatively impact reliability and security of the systems.




B.
The following procedures should be considered whenever the review is conducted. 

· Evaluate adequacy of local policies and procedures including but not limited to:

· Procedures for granting IDs 

· Revoking access (transfers and terminations)

· Authentication

· Authorization

· Access Rules

· Procedures for reviewing access logs. 

· Incident reporting and response

· If applicable laws, regulations, policies, and procedures are specific enough for testing, select a judgment sample to test for compliance.

· Review management reports and/or conduct interviews to determine how management monitors for compliance with applicable laws, regulations, policies and procedures 

· If logical security is funded by Federal Funds determine if cost classification is in compliance with A-2 1. 

V.        Operational Effectiveness and Efficiency (60hrs - 15%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate management processes, specifically addressing the following areas:

· Logical security access software changes review and approval processes (Planned vs. ad hoc changes);

· Patch vs. permanent fix problems (find real cause of problems)

· Agreements for service levels


	· Poor customer service—resulting in customer’s poor performance and inability to meet University mission

· Paying more for services when less expensive alternatives are available.

· Acceptance unknown and undocumented changes to systems. 




B.
The following procedures should be considered whenever the review is conducted. 

· Determine, for overall security management (including security policy and personnel processes), if management established access control policies, which are based on the level of risk arising from access to programs and data.  
· Determine, for setting roles, responsibilities and procedures, if management established appropriate roles and responsibilities for information security and ensured that those with responsibility developed appropriate procedures.  

· Obtain job descriptions, and performance evaluations, for key staff members and managers responsible for IT logical security. 

· Verify responsibilities and authority are appropriate and performance for IT security duties is reviewed 

· Verify that percentage of time listed on job description is reasonable to perform logical security related functions. 

· Verify that for the defined critical positions that require background checks and fingerprinting as a condition of employment (in the job description) are actually carried out for a judgment sample.

· Review procedures and/or interview appropriate staff to determine if change controls related to logical security are efficient and effective 

· Determine if logical security is provided by a separate system or application 

· Review procedure and/or interview appropriate staff to determine if logical access controls are efficient and effective based on areas of risk, above. 

· Select a judgment sample to test logical access controls for efficiency and effectiveness. 

· Examine documents supporting: 

· Identification and classification of data and function analysis. 

· Data classification schema used, 

· Data and function have an owner responsible for security

· Impact analysis of threats to data and functions. 

· Security program implements consistent user security requirements 

· Security organization responsible for ensuring only appropriate access to system resources

VI.
Information and Communication (140hrs - 35%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases and system interfaces, and practices:

· User security awareness education and training
· Monitoring security incidents and compliance with documented procedures

· Administering logical security over user access at operating system level
· Administering logical security over data

· Ongoing administration of security within the systems that run in this environment
· System administration and privileged accounts
· Physical security 

· Business Continuity Planning

· Access control for logical security devices and applications

· Performance management

· Incident handling

· Customer service objective 
	· By not training in the issues and the organization's policies, users may not take the expected actions.  
·  Security management practices may not adequately address information assets, data security policy, or risk assessment:

· Inappropriately restricted user access to the computer operating system and programs.

· Inappropriately restricted access to data

· Lack of appropriate facilities and procedures to manage access to particular functions within systems (e.g. approving payment of vendors) and support the restriction of access to ensure segregation of duties and prevent unauthorized activity. 

· Inadequately controlled use of sensitive facilities, such as master passwords, powerful utilities, and system manager facilities.  
· Application and systems development and maintenance processes may result in poor logical security design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may not ensure adequate logical security.




B.
Based on the information obtained during the information systems overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered:

· Observe and evaluate the logical security for a judgment sample of selected servers. 

· Observe and evaluate the logical security for file access 

· Review policies and/or interview appropriate staff in application development to determine if procedures exist to assure logical security is not compromised in development projects.
· Observe, inspect, and collaboratively inquire of the following security controls to ensure:

· Procedures for requesting, establishing and maintaining user access to system exist

· Change control over security software is formal and consistent with normal standards of system development and maintenance
· Operating system is properly and timely maintained 

· Operating system security parameters are based on vendor/local standards

· Security reporting is occurring for timeliness, accuracy and management response to incidents

· Preventative and detective control measures have been established by management with respect to computer viruses

· Employees are made aware of security and individual responsibilities (i.e., confirm signed security statements and new employee training regarding security)

· Data asset owners determine access based on a business need (“least needed”) and reviewed regularly by management for accuracy

· Virus detection software is current and there are formal procedures for preventing, detecting, correcting and reporting infestations
· Default security settings have been changed
 (still underdevelopment)

ICQ QUESTIONS
From COBIT 3rd securing systems (DS5)

Obtaining an understanding by:

Interviewing:

Senior security officer of the organization

IT senior and security management

IT data base administrator

IT security administrator

IT application development management

Obtaining:

Organization-wide policies and procedures relating to information system security and access

IT policies and procedures relating to information systems security and access

Relevant policies and procedures, and legal and regulatory body information systems security requirements (i.e., laws, regulations, guidelines, industry standards) including:

• user account management procedures
• user security or information protection policy

• standards regarding electronic commerce

• data classification schema

• inventory of access control software

• floor plan of buildings/rooms housing IT resources

• inventory or schematic of physical access points to IT resources (i.e., modems, telephone lines and remote terminals)

• security software change control procedures

• problem tracking, resolution and escalation procedures

• security violation reports and management review procedures

• inventory of data encryption devices and encryption standards

• list of vendors and customers with access to system resources

• list of service providers used in transmission of data

• network management practices regarding continuous security testing

• copies of contracts with service providers for data transmission

• copies of signed user security and awareness documents

• content of new employee training materials relating to security

• audit reports from external auditors, third-party service providers and governmental agencies related to information system security

Evaluating the controls by:

Considering whether:

Strategic security plan is in place providing centralized direction and control over information system security, along with user security requirements for consistency

Centralized security organization is in place responsible for ensuring only appropriate access to system resources

Data classification schema is in place and being used, that all system resources have an owner responsible for security and content

User security profiles are in place representing “least access as required” and profiles are regularly reviewed by management for re-accreditation

Employee indoctrination includes security awareness, ownership responsibility and virus protection requirements

Reporting exists for security breaches and formal problem resolution procedures are in place, and these reports include:

• unauthorized attempts to access system (sign on)

• unauthorized attempts to access system resources

• unauthorized attempts to view or change security definitions and rules

• resource access privileges by user ID

• authorized security definitions and rule changes

• authorized access to resources (selected by user or resource)

• status change of the system security

• accesses to operating system security parameter tables

Cryptographic modules and key maintenance procedures exist, are administered centrally and are used for all external access and transmission activity

Cryptographic key management standards exist for both centralized and user activity

Change control over security software is formal and consistent with normal standards of system development and maintenance
The authentication mechanisms in use provide one or more of the following features:

• single-use of authentication data (e.g., passwords are never re-usable)

• multiple authentication (i.e., two or more different authentication mechanisms are used)

• policy-based authentication (i.e., ability to specify separate authentication procedures for specific events)

• on-demand authentication (i.e., ability to re-authenticate the user at times after the initial authentication)

The number of concurrent sessions belonging to the same user is limited

At log-on, an advisory warning message to users regarding the appropriate use the hardware, software or connection logged on

A warning screen is displayed prior to completing log-on to inform reader that unauthorized access may result in prosecution

Upon successful session establishment, a history of successful and unsuccessful attempts to access the user’s account is displayed to the user

Password policy includes:

• initial password change on first use enforced

• an appropriate minimum password length

• an appropriate and enforced frequency of password changes

• password checking against list of not allowed values (e.g., dictionary checking)

• adequate protection of emergency passwords

Formal problem resolution procedures include:

• User ID is suspended after 5 repeated unsuccessful log-on attempts

• Date, time of last access and number of unsuccessful attempts is displayed to authorized user at log-on

• Authentication time is limited to 5 minutes, after which the session is terminated

• User is informed of suspension, but not the reason for it

Dial in procedures include dial-back or token based authentication, frequent changes of dial-up numbers, software and hardware firewalls to restrict access to assets and frequent changes of passwords and deactivation of former employees’ passwords

Location control methods are used to apply additional restrictions at specific locations

Access to the VoiceMail service and the PBX system are controlled with the same physical and logical controls as for computer systems

Enforcement of sensitive position policies occurs, including:

• employees in sensitive job positions are required to be away from the organization for an appropriate period of time every calendar year; during this time their user ID is suspended; and persons replacing the employee are instructed to notify management if any security-related abnormalities are noted

• unannounced rotation of personnel involved in sensitive activities is performed from time to time

Security-related hardware and software, such as cryptographic modules, are protected against tampering or disclosure, and access is limited to a “need to know” basis

Access to security data such as security management, sensitive transaction data, passwords and cryptographic keys is limited to a need to know basis

Trusted paths are used to transmit non-encrypted sensitive information

To prevent denial of service due to an attack with junk faxes, protective measures are taken such as:

• limiting the disclosure of fax numbers outside the organization to a “need-to-know” basis

• fax lines used for solicitation of business are not used for other purposes

Preventative and detective control measures have been established by management with respect to computer viruses

To enforce integrity of electronic value, measures are taken such as:

• card reader facilities are protected against destruction, disclosure or modification of the card information

• card information (PIN and other information) is protected against insider disclosure

• counterfeiting of cards is prevented

To enforce protection of security features, measures are taken such as:

• the identification and authentication process is required to be repeated after a specified period of inactivity

• a one-button lock-up system, a force button or a shut-off sequence can be activated when the terminal is left alone
Testing that:

IT function is in compliance with security standards relating to:

• authentication and access

• managing user profiles and data security classifications

• violation and security incident reporting and management review

• cryptographic key management standards

• virus detection, resolution, and communication

• data classification and ownership

Procedures for requesting, establishing and maintaining user access to system exist

Procedures for external access to system resources exist, i.e., logon, ID, password, dial-back

Inventory of access devices for completeness is maintained

Operating system security parameters are based on vendor/local standards

Network security management practices are communicated, understood and enforced

External access provider contracts include consideration of security responsibilities and procedures

Actual log-on procedures for systems, users and external vendor access exist

Security reporting is occurring for timeliness, accuracy and management response to incidents

Secret keys exist for transmission utilization

Procedures for protection from malicious software include:

• all software acquired by the organization is checked for viruses prior to installation and use

• a written policy exists on downloading, acceptance, and use of freeware and shareware, and this policy is adhered to

• software for highly critical applications are protected by MAC (Message Authentication Code) or digital signature, and a failure to verify prevents the software from being used

• users have received instructions on the detection and reporting of viruses, such as sluggish performance or mysterious growth of files

• a policy and procedure exists and is adhered to for the checking of diskettes brought in from outside the organization’s normal purchasing program

Firewalls have at least the following properties:

• all traffic from inside to outside, and vice-versa, must pass through the firewall (this should not be limited to logical controls, but should also be physically enforced)

• only authorized traffic, as defined by local security policy, will be allowed to pass

• the firewall itself is immune to penetration

• traffic is exchanged through the firewall at the application layer only

• the firewall architecture combines control measures both at the application and network level

• the firewall architecture enforces a protocol discontinuity at the transportation layer

• the firewall architecture should be configured according to the “minimal art philosophy”

• the firewall architecture should deploy strong authentication for management of its components

• the firewall architecture hides the structure of the internal network

• the firewall architecture provides an audit trail of all communications to or through the firewall system and will generate alarms when suspicious activity is detected

• organization’s hosts, which provide support for incoming service requests from the public network, are sitting outside the firewall

• the firewall architecture defends itself from direct attack (e.g., through active monitoring of traffic and pattern recognition technology) all executable code is scanned for malicious code (e.g., viruses, malicious applets) before it is introduced to the internal network
Substantiating the risk of control objectives not being met by:

Performing:

Benchmarking of information system security against similar organizations or appropriate international standards/recognized industry best practices

A detailed review of information system security, including penetration evaluations of physical and logical security of computer and communications resources, etc.

Interview of new employees to ascertain awareness of security and individual responsibilities (i.e., confirm signed security statements and new employee training regarding security)

Interview of users to ascertain that access is determined on a business need (“least needed”) and reviewed regularly by management for accuracy

Identifying:

Inappropriate user access to system resources

Inconsistencies with network schematic or inventory relating to missing access points, missing accessories, etc.

Contract deficiencies relating to ownership and responsibilities relating to data integrity and security at any point in transmission between send and receipt

Employees not verified as legitimate users, or separated former employees still having access

Informal or unapproved requests for access to system resources

Network monitoring software that does not alert network management of security breaches

Shortcomings of network software change control procedures

Non-use of secret keys in third-party submission/receipt procedures

Deficiencies in protocols for key generation, distribution, storage, entry, use, archiving and protection

Non-current virus detection software or lack of formal procedures for preventing, detecting, correcting and reporting infestations
