Core Audit Program 

Payroll: Employee Eligibility

I.
Audit Approach

As an element of the University’s core business functions, Payroll – Employee Eligibility will be audited approximately every three years using a risk-based approach.  The minimum requirements set forth in Section II, “General Overview and Risk Assessment,” must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing.  Specifically this audit will include consideration of:

· Eligibility for appointment category, 

· Eligibility for retirement plan (UCRP) enrollment, 

· Eligibility for awarded service credit, and

· Eligibility for health benefits.

This audit will not cover plan premiums, contributions, or distributions.  

Estimated total time to complete this program for all of the eligibility areas described above – 600 hrs.

II. 
General Overview and Risk Assessment (Estimated time to complete for all eligibility areas described in I. – 300 hrs.)

At a minimum, general overview procedures will include interviews of Human Resources and Benefits management, Payroll Office management and key personnel; a review of available management reports; review of key reference/training material, evaluation of implementation of University-wide policies; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment A), process flowcharts, and the examination of a sample of documents supporting key process controls. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain an understanding of significant processes and practices employed in determining employee eligibility for:

· Appointment category,

· Health benefits,

· UCRP membership, and

· Service credit awarded,

specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Compliance with Plan provisions and system-wide policy,

· Training and support;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Payroll/personnel systems and electronic interface to Office of the President.
	· Non-compliance with Plan provisions may result in IRS sanctions.  

· Non-compliance with University-wide policy may result in unfair employment practices.  

· Poor understanding and/or guidance at the operational level may result in the inappropriate denial of benefits to employees, or misuse of funds in providing excessive benefits.  

· Risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud, misuse and errors or omissions.

· Inadequate accountability for the achievement of objectives may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., operational efficiency and effectiveness, and compliance with relevant Plan documents and policies.  


B.
The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Obtain reports of any recent audits done in this area by outside agencies, UCOP, other locations, or others.  Review reports for areas of risk and consider effect on audit scope.

2. Interview key Human Resources and Benefits managers to identify and assess their philosophy and operating style, degree of decentralization of processes, and internal risk assessment processes.   Determine whether management’s objective is to ensure that every employee is treated fairly, in accordance with Plan documents and University-wide policies.

3. Obtain and review applicable organizational charts, delegations of authority, and management reports. 

4. Review key benefits information provided to employees (Your Group Insurance Plans booklet, Summary Plan Description for UCRP) as a basis for evaluating compliance. 

5. Interview select Human Resources and Benefits staff members to obtain the staff perspective.  During all interviews, solicit input on concerns and areas of perceived risk.

6. Where processes are decentralized, interview selected staff in departments where eligibility determinations originate to obtain their perspective.  During all interviews, solicit input on concerns or areas of perceived risk.  Evaluate the adequacy of training provided to the staff and the reasonableness of delegated responsibilities.  

7. Review local implementing regulations and manuals, checking for a) consistency with Plans and University-wide policies and b) updates for any recent changes.

8. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that each employee is treated appropriately. 

9. If the organizational structure and various reporting processes do not appear adequate, recommend alternative structures or reporting processes to enhance assurance.  Comparison to corresponding departments on other campuses may provide value by demonstrating better accountability.

Business Processes

10. Identify all key Human Resources and Benefits departmental activities relating to eligibility and gain an understanding of the corresponding business processes applied centrally and those applied within dispersed departments.  

11. For payroll/personnel processes, document positions with responsibility for initiating, reviewing and approving transaction types relating to eligibility.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

12. Evaluate the adequacy of monitoring processes to provide reasonable assurance that employees are treated fairly and resources are properly safeguarded.

13. Analyze payroll/personnel data (by appointment type, retirement plan, and medical plan enrollment across departments and/or time periods) and review for reasonableness.  

14. If processes do not appear adequate, develop detailed test objectives and procedures.  Perform further analysis of data (refining and/or drilling down from initial analyses, screening for non-compliant populations, etc.) and conduct testing of samples as considered necessary.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval, taking into account that appropriate treatment of each employee should be management’s objective.  

Information Systems

12.
Obtain an understanding of payroll/personnel system roles in eligibility determinations and processing through review of system documentation (including data dictionaries) and inquiry.  Document information flow via flowcharts or narratives, including interfaces, noting the following:

a. What types of access controls are in place within the automated system?

b. What type(s) of source documents are used to input the data?

c. What types of edit controls are in place within the automated system?

d. How are transactions reviewed and approved within the system?

e. Who performs reconciliation of the system's output to ensure correct information?

f. What is the retention period for source documents and system data?

13. Where the University’s base payroll system is used, determine whether recent payroll system updates (Service Requests issued by UCOP) applicable to this area have been installed and tested.   Inquire regarding any local modifications made.   Where other systems are used, review documentation of recent updates, including testing, to implement new policies.

14. If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.
Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented.  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (compliance, operational efficiency and effectiveness; and information systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: time since last review, recent audit findings; organizational change; etc. 

III.
Compliance (Estimated time to complete for all eligibility areas described in I. – 200 hrs.)

A. The following table summarizes audit objectives and corresponding high-level risks regarding compliance with Plan provisions, policies and procedures. 

	Audit Objective
	Areas of Risk

	Evaluate local compliance with the following requirements: 

· Plan documents;

· University-wide policies, e.g.,

Temporary employment policies; 

· Delegations and limitations of authority; and

· Local implementing policies and procedures.

Determine whether there are local monitoring procedures that review for compliance with Plans’ provisions and University policy.


	· Non-compliance with Plan documents may result in IRS sanctions.

· Non-compliance with University-wide policies may result in employee dissatisfaction, lawsuits, union actions, or State sanctions,

· Absence of monitoring may result in undetected non-compliance. 

· Delegations of authority may be improperly exceeded.




B. The following procedures should be considered whenever the audit is conducted. 

1. Additional analysis of payroll/personnel system data, considering such things as normal relationships (e.g. UCRP retirement code with Career appointment), trends over time, comparison with other locations.  Investigate and inquire as necessary regarding unusual relationships, trends, etc.  

2. Review use of codes that bypass or override system-generation of eligibility determinations.  

3. Filter data for apparent exceptions to policy (e.g. employees with a medical plan and average hours worked under 17.5).  Test a sample.  

4. For a sample of employees in non-Career appointments, review for appropriate eligibility determinations based on employment and appointment history.    

5. Consider testing of policy provisions not reflected in payroll/personnel systems (e.g. appropriate recruitments where Limited employees assume Career positions).  

IV.
Operational Effectiveness and Efficiency (Estimated time to complete for all eligibility areas described in I. – 50 hrs.)

A. The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency. 

	Audit Objective
	Areas of Risk

	Evaluate effectiveness and efficiency of operations, specifically addressing the following areas:

· Monitoring of compliance

· Centralization/decentralization

· Support & training

· Separation of duties
	· Ineffective operations may result in non-compliance. 

· Inefficiencies result in waste of resources.

· Inadequate separation of duties or monitoring could result in undetected errors or inappropriate entries.  




B. Based on the information obtained during the general overview and compliance section, evaluate whether any operations should be evaluated further.  For example, the following procedures should be considered:

1. Review evidence that management is effectively using exception and other reports to monitor compliance.  

2. Evaluate whether training and reference materials (hard-copy and on-line) provide clear, understandable guidance that is readily accessible, up-to-date and consistent with Plans and policy.  

3. Interview appropriate staff responsible for eligibility determinations (or coding/determinations that will result in eligibility determinations) to evaluate the individual’s knowledge and ability to appropriately apply Plan provisions and University policy.  Inquire regarding training received.  

4. For decentralized processes, interview those delegating authority and a sample of those to whom it is delegated and evaluate whether accountability is maintained and respective responsibilities are clear.  

V.
Information Systems (Estimated time to complete for all eligibility areas described in I. – 50 hrs.)

A. The following table summarizes audit objectives and corresponding high-level risks regarding Information systems. 

	Audit Objective
	Areas of Risk

	Evaluate the following aspects of payroll & personnel systems relating to employee eligibility:

· Embedded system controls;

· Update access;

· Records management policies and practices for paper and electronic records;

· Electronic interfaces with UCOP systems.


	· Unapproved or inappropriate updates could be made.  

· Policy changes may not be effectively implemented where system changes have not been made and/or user manuals are outdated.

· Interface problems could result in inappropriate treatment of some employees. 




B. The following procedures should be considered whenever the core audit is conducted.

1. Determine whether access and functionality is periodically reviewed.   Obtain a system-generated report of access rights and test whether it contains only current employees with job requirements consistent with the access and functionality.   
2. Determine whether update activity is reviewed for unauthorized transactions.
3. Determine whether recent policy changes are reflected and embedded within system processing.  If not, determine whether alternative processes have been established to ensure appropriate treatment of individuals.
4. Determine whether user manuals and reference materials have been updated for recent policy changes.  
Attachment A

Proposed Internal Control Questionnaire (ICQ)

GENERAL OBJECTIVES:

1. Please provide the following:
a. List of regularly prepared management reports, including system-generated exception reports 

b. List of key departmental contacts for major departmental activities

c. System-generated list of users with update functionality for appointment and other eligibility information 

d. Current delegations of authority
e. Strategic planning documents
2. Please describe any significant changes to departmental operations in the last three years.  For example, please list any turnover in key positions, changes to policies, processes, or procedures, new information systems, new or revised compliance requirements, etc.
3. Please describe departmental management’s processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process and corresponding reporting.  

4. Does management have any concerns with regards to current departmental activities?  If so, what are they?  
5. Have departmental operations been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, governmental agencies, etc.)  If so, please provide the report of results.
6. Please describe core business processes for the following:
a. Establishing the appropriate appointment category
b. Establishing the appropriate retirement plan enrollment
c. Verification of appropriate service credit
d. Establishing appropriate level of health benefits
COMPLIANCE OBJECTIVES:

1. Please describe your processes for promoting and ensuring compliance with Plan provisions, University-wide policy, and other requirements.
2. Please describe your management reporting processes regarding the status of operational activities.  Please include both written and verbal reporting channels.  For example, include documented status reports, as well as project status meetings.  Also, please indicate which are used on a recurring basis, and the frequency, and which are used on a more ad hoc basis.  

3. Regarding eligibility for an appointment category,

a. Please describe how assurance is obtained that the Limited appointment category is used appropriately.  (Repeat this for other non-career appointment types, e.g. Per Diem, Contract, and Casual/restricted.)

b. Please describe controls to ensure only the appropriate re-hiring of retirees.

4. Regarding eligibility for retirement plan enrollment, please describe how assurance is obtained that each employee is enrolled in the appropriate retirement plan(s).  

5. Regarding eligibility for awarded service credit, please describe how assurance is obtained that each qualifying employee receives appropriate UCRP service credit, and ineligible employees are not awarded credit.   
6. Regarding eligibility for health & welfare benefits, please describe how assurance is obtained that the appropriate level of health benefits is provided to each employee.

INFORMATION SYSTEMS OBJECTIVES: 

1. Please describe how system access and functionality is granted and managed.   Also, describe how updates to data are reviewed and approved.  
2. Please indicate whether the following eligibility determinations are system-derived or user assigned:
a. Appointment type (Career, Limited, etc.)

b. Retirement plan (i.e., UCRP, Safe Harbor DCP)
c. Benefits level eligibility
d. Awarding of service credit
Where system-derived, what are the determinants?

3. What edit controls are in place within the automated system?
4. If the University base payroll system is used, what modifications have been made?  What is the most recent Service Request (SR) installed?  Have any released SRs not been installed?  
5. If the University base payroll system is not used, are recent policy changes reflected in system processing?  What testing was performed?  
6. What reconciliation or other controls are in place to ensure that output is correct and correctly transferred to UCOP systems?
7. Are there any known problems with eligibility determinations and processing that would cause employees to receive an inappropriate appointment type, type or level of benefits, or an inappropriate amount of service credit?  If so, please describe.  
Attachment B

Resources for the Auditor

· The University of California Retirement Plan (UCRP) document and regulations

· Defined Contribution Plan (DCP) document and regulations

· At Your Service, the HR/Benefits Web site at http://atyourservice.ucop.edu/
· including: 

· Summary Plan Descriptions

· Plan booklets for UC-Sponsored Health & Welfare Plans

· Your Group Insurance Plans booklet

· Personnel Policies for Staff Members

· New Policies for Temporary Employment Web pages at http://exchange.ucop.edu/tempemp/
Office of the University Auditor contact:  Ginny Blumberg at 1-510-987-0941 or virginia.blumberg@ucop.edu
� Available through Customer Service, Human Resources and Benefits, 300 Lakeside Drive, 12th Floor, Oakland, CA 94612-3555; telephone 1-800-888-8267.
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