Data Center Operations ICQ


I. Data Center Information

	a. 
	Manager in Charge of Data Center
	

	b. 
	Location of Data Center
	

	c. 
	Number of Data Center Personnel
	

	d. 
	Number of Computers
	

	e. 
	Types of Computers in Use
	

	f. 
	Normal hours of operation, e.g. 24/7, etc.
	


II. Documents to be Gathered During Course of Review

	1. 
	List of all enterprise systems running the Data Center.

	2. 
	Computer Security Plan for the Data Center

	3. 
	Copy of the Data Center’s Disaster Recovery Plan

	4. 
	Copy of the most recent IS-3 self assessment for Data Center.  (note this assessment may have been completed by someone who does not work directly in the Data Center and should be obtained from the source)*

	5. 
	Copy of the backup procedure currently being used in the Data Center

	6. 
	Copy of internal policy and/or procedures for monitoring equipment age and scheduling equipment replacement.  If an equipment replacement schedule is available this may be the best document to review in combination with interviews to determine how it is created, maintained, and used.

	7. 
	Copy of hardware decommissioning and/or surplusing procedures.  If not available interview staff to determine how these procedures are carried out.

	8. 
	Copy of the current Data Center organizational chart

	9. 
	Copy of the job descriptions for Data Center personnel (As selected by auditor)

	10. 
	Copy of the network connections within the Data Center

	11. 
	Copy of the Data Center floor plans (include fire suppression, fire exits, sprinklers, emergency shut-offs, fire extinguishers, etc.)

	12. 
	Copy of Incident Handling Procedures

	13. 
	List of Contracts with External Vendors (copies of specific contracts to be selected by auditor)


* If available this document may provide many answers to ICQ questions.  If the Data Center was not included in the annual IS-3 self assessment an explanation should be obtained as this may be an audit finding.
III. Evaluation Sections

1.0 General Controls

	a. 
	Has a formal risk analysis been performed on the Data Center?
	

	b. 
	Do systems in the Data Center contain ePHI data as defined by HIPAA?  If yes, have all Data Center employees had HIPAA Security Rule training.
	

	c. 
	Is there a written Security Plan for the Data Center?
	

	d. 
	If yes, is it being followed?
	

	e. 
	Who is responsible for maintaining this plan?
	

	f. 
	Does the Risk Assessment and/or Security Plan identify any weaknesses within the Data Center?  If yes, has senior management been made aware of known weaknesses?
	

	g. 
	Are criminal history background checks completed for all critical positions (as defined by the UCOP personnel policy and/or Campus policy on background checks?
	

	h. 
	Have any of the Data Center functions been outsourced? 
	

	i. 
	If yes, what functions, and where outsourced and to who?
	

	j. 
	Does the Data Center have any hardware or software purchased from vendors who continue to provide support including upgrades?
	

	k. 
	If yes, is the contract with the vendor current, and does it include and appropriate service level agreements?
	


2.0 Physical Security
	a. 
	How is the Data Center physically secured (physical key, Omni Lock, etc.  
	

	b. 
	If Omni Locks are used please list all persons with a bypass key that allows entry without using the keypad.
	

	c. 
	Does the same master key that opens wiring closets also open the Data Center?
	

	d. 
	If Omni Locks are used how often are user lists reviewed and reconciled to current employee/contractor status?  If physical keys are the primary mode of entry when was the last key inventory performed?  
	

	e. 
	How are keys recovered or Omni Lock codes revoked when employees (or contractors) leave?
	

	f. 
	If Omni Locks are used do any people share the same access code, e.g. are their any generic codes such as “contractor”?  
	

	g. 
	Are picture ID cards required to enter the Data Center?
	

	h. 
	Are picture ID cards assigned to contractors who are granted access to the Data Center?  If not, describe procedure for granting and supervising contractor access.
	

	i. 
	Is there a current access list of all people with keys or codes that allow access to the Data Center?
	

	j. 
	If yes, who is responsible for maintaining the access lists?
	

	k. 
	Who approves providing ID cards, keys or access codes to new individuals?  How is this approval documented?
	

	l. 
	Can visitors enter the Data Center?
	

	m. 
	If yes, what are the conditions under which the visitor may enter?  Explain.
	

	n. 
	Are there adequate heat and smoke alarms within the Data Center?
	

	o. 
	Is fire suppression system adequate for the size of the Data Center?
	

	p. 
	Are there enough fire extinguishers throughout the Data Center?
	

	q. 
	Are the heating, ventilation, and cooling (HVAC systems adequate?
	

	r. 
	Are there uninterruptible power supply (UPS) systems for all enterprise systems?
	

	s. 
	Does the Data Center have emergency lighting?
	

	t. 
	Are there any direct dial-in modems connected to any systems in the Data Center?
	


3.0 Logical Security Controls

	a. 
	Has the maiden password for all systems been changed?
	

	b. 
	Is password complexity enforced on all Data Center Systems?  (If yes is it enforced systematically or by policy)
	

	c. 
	If yes, are password complexity requirements at least as strong as Campus password policy/guidelines or industry standards?
	

	d. 
	Are passwords masked when entered on the screen?
	

	e. 
	Do all systems time out after certain amount of inactivity?
	

	f. 
	Is the user ID suspended after successive invalid sign on attempts?
	

	g. 
	Are concurrent sign on sessions allowed?
	

	h. 
	Has there been training for the users covering the proper handling of their password?
	

	i. 
	Do any individuals have both database administrator and system administrator functions on the same system?
	

	j. 
	Do superusers (root, administrator, etc.) have other accounts to use when the superuser account is not needed?
	

	k. 
	Do operating procedures require systems to undergo a security/vulnerability scan before being placed into production?  If yes, how are scan results documented.
	

	l. 
	Are any of the enterprise systems in the Data Center homegrown? 
	

	m. 
	Explain change control processes and procedures to assure all code changes are tested and approved before being moved into the production system.  How is separation of duties maintained to assure one person cannot alter production system code in an unauthorized manner?
	

	n. 
	Is security and audit logging enabled on all operating systems, applications and databases in the data center?  If not please explain.
	

	o. 
	How are security and audit logs reviewed?  Do the staff that review the logs have the expertise or special training needed to identify anomalous activity?
	

	p. 
	Are superuser actions logged in such a way that the superuser cannot alter the log?  Please explain.
	

	q. 
	Is anti-virus and/or anti-spyware software installed on all systems in the Data Center?  If yes please list type used.
	


4.0 Disaster Recovery and Business Continuity Planning

	a. 
	How often are enterprise systems backed up?
	

	b. 
	Are back-up media stored off-site?
	

	c. 
	Are back up media date labeled and are procedures in place to assure media are replaced before their expected life is over. 
	

	d. 
	Do written procedures exist that are adequate to perform backup and recovery?
	

	e. 
	Is the priority of system restores documented in the Disaster Recovery plan?
	

	f. 
	What percentage of back up media is tested?  How are test results documented?
	

	g. 
	Does the Data Center have a business continuity plan in case back-up recovery is not possible or fails?
	

	h. 
	Are there contingencies for back-up and recovery processes, e.g. is one system used to back-up and restore other systems.
	

	i. 
	Are end users involved in prioritizing system recovery and/or business continuity plans?
	

	j. 
	Is hardware scheduled to be replaced on a preventive maintenance schedule?
	

	k. 
	Are hardware decommissioning procedures in place to assure that sensitive and restricted data is removed or data storage devices are destroyed before hardware is surplused or otherwise decommissioned?
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