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I.
Audit Approach  (Estimated total fieldwork budget – 550 hours)

As an element of the University’s core business functions, “Institutional Review Boards - Human Subjects, Animal Subjects, & Clinical Trials” will be audited once every three to five years, using a risk-based approach.  The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

This audit will focus on the operational and compliance aspects of animal and human research subject protection, along with the additional controls needed for clinical trial research.  It will not address billing of clinical trial sponsors or governmental or private insurers.  

II. 
General Overview and Risk Assessment (Estimated time to complete – 260 hours)
At a minimum, general overview procedures will include interviews of department management and key personnel within the campus Office for Protection of Research Subjects, selected members of the human subjects IRB, selected members of the Institutional Animal Care and Use Committee (IACUC), and selected principal investigators and key research personnel; a review of available management reports; evaluation of policies and procedures associated with animal and human subjects research, including clinical trials; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment I) and process flowcharts, and the examination of sample documents supporting key process controls. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the implementation of the local human and animal subjects protection programs, specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Compliance with federal DHHS Office for Human Research Protection (OHRP) requirements 

· Compliance with Public Health Service (PHS) Policy on Humane Care and Use of Laboratory Animals; all USDA regulations, including those implementing the Animal Welfare Act (AWA); the U.S. Government Principles for the Utilization and Care of Vertebrate Animals Used in Testing, Research & Training; and the Guide for the Care and Use of Laboratory Animals, published by the National Academy Press, sponsored by the National Institutes of Health (NIH), the U.S. Department of Agriculture (USDA), and the Veterans’ Administration.  

· Compliance with campus contracting guidelines for clinical trial sponsors

· Training of key personnel

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.
	· Non-compliance with federal DHHS Office for Human Research Protection (OHRP) regulations may result in investigation or censure, including possible loss of the campus’ Multiple Project Assurance (MPA).  (The MPA is an agreement with the OHRP that a designated institutional (campus) official is delegated authority to ensure compliance with federal guidelines governing human subjects research.  

· Non-compliance with federal Public Health Service (PHS) Policy on Humane Care and Use of Laboratory Animals and other federal regulations may result in investigation or censure, including loss of the campus’ PHS Animal Welfare Assurance.  (The PHS Animal Welfare Assurance is an agreement with the PHS that the institution will comply with federal guidelines governing the use and treatment of animals used in research.)    

· Non-compliance with federal or campus requirements may subject the University to legal action, particularly if research subjects sustain injury as a result of their study participation.  

· Poorly crafted agreements with clinical trial sponsors may subject the University to unnecessary liability.  

· Poor communication and training regarding expectations may result in inappropriate behavior.

· Risk assessment processes may not identify and address key areas of risk. 

· Inadequate monitoring and enforcement of adherence to requirements may allow continuance of policy violations.  

· Inadequate separation of responsibilities for activities may create opportunities for abuse, misrepresentation, errors or omissions.

· Inadequate accountability for the achievement of objectives may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, e.g., compliance with relevant regulations, policies and procedures; and operational efficiency and effectiveness.  


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview management and key personnel within the campus Office for Protection of Research Subjects (OPRS) to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes.  Solicit input on concerns or areas of perceived risk.

2. Obtain reports from any internal or external reviews performed of campus research activities or IRB/IACUC functions.

3. Determine whether the institution’s programs and facilities for activities involving animals have been evaluated and accredited by the Association for Assessment and Accreditation of Laboratory Animal Care International (AAALAC).  

4. Obtain the OPRS department's organizational chart, records of IRB and IACUC membership, delegations of authority, and management reports (particularly records of reviewed human and animal subject studies). 

5. Interview selected members of the IRB and IACUC to understand their responsibilities.  Solicit input on concerns or areas of perceived risk.

6. Interview cognizant staff of the campus Office for Sponsored Research and/or Office of Clinical Trials to identify processes for controlling and monitoring industry- and government-sponsored clinical trials.  

7. Interview selected principal investigators and key research personnel to assess their level of familiarity and compliance with federal and campus requirements.  Solicit input on concerns or areas of perceived risk.

8. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for regulatory compliance is clearly demonstrated. 

9. If the organizational structure and various reporting processes do not appear adequate, explore alternative structures or reporting processes to enhance assurance.  Comparison to corresponding departments on other campuses may provide value.  

Business Processes

10. Identify all key campus OPRS departmental activities to gain an understanding of the business processes and positions with process responsibilities. 

11. Document positions with responsibility for coordinating and controlling the flow of human and animal subject study proposals through submission, review, approval, and communication of approval or other action.  Document processes via flowcharts or narratives, identifying process strengths, weaknesses, and mitigating controls.  

12. Evaluate whether processes exist that provide reasonable assurance that all studies involving human and animal subjects are submitted for review.

13. Conduct walk-throughs of proposal documentation for a small sample of human and animal subjects studies by reviewing OPRS central files, IRB and IACUC committee files, and project files maintained by departmental principal investigators/research staff.  

14. Determine that processes ensure informed consent of human subjects study participants.

15. Determine that the IACUC evaluates the institution’s animal care program and inspects animal facilities at least once every six months.  

16. Identify the processes for determining the amount of, and controlling the disbursement of, payments to clinical trial participants.

17. Evaluate the adequacy of processes to provide reasonable assurance that regulations and local policies are complied with during the performance of human and animal subjects research, including mechanisms for reporting adverse events and allegations of mistreatment or other non-compliance.  

18. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information Systems

19. Interview OPRS and other appropriate information systems personnel to identify all manual or electronic information systems, applications, and databases used for human and animal subjects studies recordkeeping purposes.  Identify interfaces with other systems.  Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:
a. Are the systems manual or electronic?

b. Does the system interface with other administrative information systems?  If yes, is that interface manual or electronic?

c. What type(s) of source documents are used to input the data?

d. What types of access controls are in place within the automated system? 

e. What types of edit controls are in place within the automated system?

f. For what purposes is the system used?

g. Who performs review of the system’s output to ensure correct information?

h. Is a disaster/back-up recovery system in place for this system?

i. What is the retention period for source documents and system data?

20. Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

21. If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.
Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented.  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (compliance, operational efficiency and effectiveness; and information systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: time since last review, recent audit findings; organizational changes; regulatory requirements, etc. 

III.
Compliance (Estimated time to complete – 180 hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies, procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· Applicable federal rules and regulations relative to the use of human and animal subjects;

· University and local policies and procedures.
	· Non-compliance with federal DHHS Office for Research Protection (OHRP) regulations may result in investigation or censure, including possible loss of the campus’ Multiple Project Assurance (MPA).  

· Non-compliance with federal Public Health Service (PHS) Policy on Humane Care and Use of Laboratory Animals and other federal regulations may result in investigation or censure, including loss of the campus’ PHS Animal Welfare Assurance.  

· Non-compliance with federal or campus requirements may subject the University to legal action, particularly if research subjects sustain injury as a result of their study participation.  

· Poorly crafted agreements with clinical trial sponsors may subject the University to unnecessary liability.  

· Inadequate monitoring and enforcement of adherence to requirements may allow continuance of policy violations. 




B.
The following procedures should be considered whenever the audit is conducted. 

1.
Select a sample of research projects involving human subjects and evaluate compliance with the OHRP/OPRS requirements governing the following:

a. Principal Investigator’s certification for conducting human subjects research

b. Submission of protocol for IRB review

c. IRB review of protocol

d. IRB notification of approval, disapproval, request for modification or further information, etc.

e. Methods of human subject recruitment by research team

f. Adherence to approved informed consent content and notification process, including copies given to subjects

g. Maintenance and distribution of records (OPRS/IRB records, researchers’ files, patient medical record) in accordance with records retention and confidentiality requirements

h. Coordination with other committees, if appropriate (radiation safety, biosafety, cancer committees, etc.)

i. Coordination with other sites, if research will be performed at non-campus locations

j. Disbursement of payments to clinical trial participants

2.
Determine whether the IRB is sufficiently positioned to perform meaningful assessments of human subjects study protocols:

a. 
The IRB should be comprised of diverse membership.

b.
The IRB should include, as needed, representatives able to opine on behalf of potential subjects whose decision-making capacity may be compromised.  

c.
The IRB should meet with sufficient frequency and for a length of time sufficient to perform a meaningful review of the proposed study protocols.  

d.
Mechanisms should be established for disclosure and evaluation of potential researcher conflicts of interest.   

3.
Select a sample of research projects involving animal subjects and evaluate compliance with federal and IACUC requirements governing the following:

a. Completion of required training and certification of all personnel having direct contact with animal subjects

b. Submission of application/protocol for Pre-Committee Veterinary Review and approval

c. Submission of application/protocol for IACUC review

d. IACUC review of protocol and periodic continuing review

e. IACUC notification of approval, disapproval, request for modification or further information, etc.

f. Maintenance and distribution of records (OPRS/IACUC records, researchers’ files) in accordance with records retention requirements

g. Coordination with other committees, if appropriate (radiation safety, biosafety, cancer committees, etc.)

h. Coordination with other sites, if research will be performed at non-campus locations

4.
Determine whether the IACUC is sufficiently positioned to perform meaningful assessments of animal research study protocols:

a. 
The IACUC should consist of at least five members, with at least one licensed doctor of veterinary medicine and one person whose primary vocation is non-scientific.  One member shall be unaffiliated with the institution.  

b.
The IACUC should meet with sufficient frequency and for a length of time sufficient to perform a meaningful review of the proposed study protocols.  

c.
Mechanisms should be established for disclosure and evaluation of potential researcher conflicts of interest.   

5. Verify that the IACUC has performed and documented semi-annual (every six months) inspections of the institution’s animal facilities, including all satellite facilities, using the Guide for the Care and Use of Laboratory Animals.

6. Verify that any violations are reported to the Institutional Official and that corrective action is taken, including suspension of activities involving animals, if there are findings of non-compliance with USDA AWA regulations, PHS policy, or the Guide for the Care and Use of Laboratory Animals.

IV.
Operational Effectiveness and Efficiency (Estimated time to complete – 60 hours)

	Audit Objective
	Areas of Risk

	Evaluate effectiveness and efficiency of operations, specifically addressing the following areas:

· Monitoring of compliance

· Centralization/decentralization

· Training and reference material

· Resource support


	· Inadequate monitoring could result in abuse or errors.  

· Ineffective or inefficient operations may result in non-compliance.

· Inefficiencies may result in waste of resources.

· Inadequate training may result in non-compliance.

· Insufficient resource support may hinder achievement of objectives.


 A.
The following table summarizes audit objectives and corresponding high-level 

risks regarding operational effectiveness and efficiency.

B.
Based on the information obtained during the general overview and compliance sections, evaluate whether any operations should be evaluated further.  For example, the following procedures should be considered: 

1. Determine whether effective monitoring tools have been developed to ensure researcher compliance for on-going research activities.

2. Evaluate the adequacy of training and certification programs developed for IRB and IACUC members, principal investigators, and key research personnel.  

3.
Determine whether sufficient reference materials have been developed and are readily accessible.

4.
Determine whether staffing of the IRB and IACUC is facilitated by the provision of supplemental pay or other forms of compensation or recognition that acknowledge the value and volume of responsibilities performed by its members.    

5.
Determine the sufficiency of resource support for the IRB and IACUC (space, secure files, data processing support, records retrieval capabilities, etc.)

6.
Assess the adequacy of coordination among OPRS, the IRB/IACUC, the campus Office for Sponsored Research and/or Office of Clinical Trials, and campus Contract and Grant Accounting.  

V.
Information Systems (Estimated time to complete – 50 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases, system interfaces, and records practices:

· Electronic or manual interfaces between departmental systems, applications, and/or databases;

· Electronic or manual interfaces with other campus information systems;

· Records management policies and practices for both hardcopy and electronic records.
	· Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management policy and practice may not adequately ensure availability.


B.
The following should be considered whenever the core audit is conducted.  

1.
Identify any significant changes to information systems or corresponding business processes. 

2.
Evaluate the impact of any significant changes to the overall system of internal controls. 

C.
In addition, consider two-way tests of data through systems from source document to final reports, and from reports to original source documents.  

D.
Based on the information obtained during the information systems overview, evaluate whether any information resources should be evaluated further.  
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Internal Control Questionnaire

GENERAL OBJECTIVES:  

1.
Please provide the following to the extent that they are available:

a.
Mission statement or vision statement 

b.
Organizational chart

c.
Current delegations of authority or responsibility

d.
Most recent job descriptions for key management and IRB and IACUC committee positions

e.
Strategic planning documents

f.
List of regularly prepared management reports 


g.
List of key departmental and committee contacts for major activities


h.
Policy and procedure manuals


i.
Training materials

2.
Describe department management's processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process in detail and corresponding reporting, if any.  

3.
Describe any significant changes to human and animal subjects/IRB/IACUC/clinical trials operations in the last three years.  For example, please list any turnover in key positions; changes to policies, processes, or procedures; new information systems; new or revised compliance requirements; etc. 

4.
Do you have any concerns with regard to the current state of human and animal research/IRB/IACUC/clinical trials activities?  If so, what are they?  If not, what operations should be considered for selection as the focus or scope of the current review in your opinion?

5.
Have any human or animal subjects, IRB, IACUC, or clinical trials-related operations been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, regulatory agencies, etc.)?  If so, please provide the results of the review(s). 

6.
Does the campus have a Multiple Project Assurance from the federal DHHS Office for Human Research Protection (OHRP)?  If so, please provide a copy of the agreement. 

7. Does the campus have an Assurance of Compliance with the Public Health Service (PHS) Policy on Humane Care and Use of Laboratory Animals?  If, so, please provide a copy of the agreement.

8. Describe the processes for submission, review, and approval of human subjects protocols.

9. Describe the processes for submission, review, and approval of animal research protocols.

10. Describe any additional processes for clinical trials.  

COMPLIANCE OBJECTIVES:

1. Please explain your processes for promoting and ensuring compliance with various requirements for human subjects research and clinical trials, e.g., OHRP standards, OPRS policies, other University and local policies and procedures, and other rules and regulations.  (Include discussion of IRB composition and workload, informed consent process, researcher conflicts of interest, and on-going reviews.)

2. Please explain your processes for promoting and ensuring compliance with various requirements for animal research, e.g., USDA AWA regulations, PHS policy, the Guide for the Care and Use of Laboratory Animals, OPRS policies, other University and local policies and procedures, and other rules and regulations.  (Include discussion of IACUC composition and workload, inspections of animal facilities, researcher conflicts of interest, and on-going reviews.)

3. Are there any prescribed processes for monitoring the level of IRB, IACUC, and researcher compliance with specific requirements, and reporting internally discovered instances of non-compliance?  If so, please describe the processes.  

4.
In your opinion, are there any specific policies, procedures, rules, or regulations that are not consistently observed?  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact. 

OPERATIONAL OBJECTIVES:

1.
Describe your management reporting processes regarding the status of human and animal subjects/IRB/IACUC/clinical trials activities.  Please include both written and verbal reporting channels.  For example, include documented reports, as well as meetings.  Also, please indicate which are used on a recurring basis, and the frequency, and which are used on a more ad hoc basis. 

2.
Describe training programs and reference materials used to provide IRB/IACUC members and researchers with information on policies and regulations.   

3.
Describe processes and resources used to ensure sufficient and ongoing IRB and IACUC membership.  

4. 
Describe any coordination with other campus units involved in research administration.

5.
Describe any operational activities that, in your opinion, could be improved.  Specifically, what would be changed, and what would be the resulting benefit?  Has the idea been discussed internally and, if so, what was the result?  If not, why?

INFORMATION SYSTEMS OBJECTIVES:

1.
Describe the information systems used in the OPRS department or elsewhere for human and animal subjects research/IRB/IACUC/clinical trials activities.  Please also note whether systems are manual or electronic. 

2.
Who is responsible for systems administration and security?  How is physical security maintained for departmental information resources?  How is logical security (access) provided or restricted?  Who decides?

3.
Have any department information systems been developed internally?  If so, please describe the development process and the current status of the system(s)? 

4.
Do any departmental information systems interface with systems used by other departments?  If so, please describe. 

5.
Does the department have a written disaster recovery plan for emergencies?  If so, is that plan periodically tested?  When was the last test, and what were the results?  

6.
Are records retention schedules observed? 

7.
Have there been any indications of problems with information, e.g., availability, accuracy, completeness, timeliness, security, confidentiality, etc. 

8.
Have all the required software licenses been acquired?  Are maintenance agreements current? 

9.
Do you have any concerns about departmental information systems, or interfaces with other systems? 
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