Audit Procedures and Internal Control Questionnaires

Clinical Research Compliance Audit Program


I.
Audit Approach

As an element of the University’s core business functions, Clinical Research Compliance Program processes will be audited once approximately every three to five years using a risk-based approach.  The minimum requirements set forth in the “Compliance Program Infrastructure Overview and Risk Assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the infrastructure overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

The scope of this audit is limited to billing and reimbursement activities associated with patient care services, most particularly in relation to Medicare and other federal payors.  This audit is not intended to address broader research compliance issues related to extramural fund management, costing principles, research integrity, etc.  It is envisioned that s separate program would be developed to address those comprehensive issues.  

II. 
Compliance Program Infrastructure Overview and Risk Assessment
At a minimum, infrastructure overview procedures will include interviews of Compliance Program management and key personnel; a review of the Clinical Research compliance program activities in the annual report; evaluation of federal and state regulations and associated UC policies and procedures; consideration of key operational aspects; and an assessment of the information systems environment.  During the Compliance Program infrastructure review, a detailed understanding of program components, standards and policies, compliance requirements, monitoring and enforcement methods, and record retention practices will be obtained (or updated).  

As needed, the infrastructure overview will incorporate the use of internal control questionnaires (an example is provided as Attachment I) and process flowcharts, and the examination of sample documents supporting key process controls. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the infrastructure overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the Clinical Research Compliance Program, specifically addressing the following components:

· Compliance Standards and Procedures

· Oversight Responsibility

· Due Care in Delegation of Authority

· Effective Employee Training & Education

· Monitoring, Auditing & Communication

· Enforcement & Discipline

· Response & Prevention


	A key Compliance Program component has not been implemented, resulting in increased risk of non-compliance with federal regulations in the event of an external review, or a whistleblower complaint against the campus.  This situation could potentially lead to increased scrutiny and monetary penalties.


B. The following procedures will be completed as part of the Compliance Program infrastructure review whenever the core audit is conducted.

Standards and Procedures/Oversight Responsibility

1. Obtain an understanding of the current status of all components of the Corporate Compliance Program structure.
a. review the campus Corporate Compliance Manual and the Standards of Business Conduct;
b. determine the reporting relationships and collaboration between all Compliance Program Officers/Directors;
c. evaluate the independence of the Compliance Office from the activities they review to ensure adequate objectivity;
d. evaluate the professional proficiency of the Compliance Officer and Compliance staff to perform the approved campus Compliance Plan.  Evaluate technical proficiency in compliance issues in each significant component of the Compliance Program (Professional Fee Billing, Hospital, Home Health, Clinical Research and Laboratory); and other skills and disciplines required to carry out Compliance Office responsibilities via review of continuing education and certifications;
e. evaluate the monitoring and risk assessment tools used by the Compliance Office to develop the annual compliance plan;
f. verify the approval of the annual compliance plan; and,
g. verify that the Compliance Office activities and risk assessment process is coordinated on a systemwide basis.
2. Search Department of Health and Human Services (HHS)/Center for Medicare and Medicaid Services (CMS) information sources including the current year OIG Work Plan, pertinent issues of the Federal Register, and recent OIG audit findings to identify high risk compliance issues.  Determine the extent to which the issues identified have been addressed by intended audit and monitoring activities to be performed by the annual compliance plan.
3. To ascertain that the Compliance Program infrastructure is operating as described in the Compliance Plan, obtain and review the campus Compliance Committee meeting minutes, the campus organization chart(s), and consider interviewing selected members of the Compliance Committee to ensure that:

a. a Compliance Officer has been appointed who directly reports to a sufficiently high level of the organization (i.e. Dean, CEO, or higher);

b. a Compliance Committee has been established that meets in accordance with the approved Compliance plan; and,

c. the Compliance Committee has adequate collective experience with all aspects of the clinical research operations and processes to advise the Compliance Officer as needed.

4. To ensure that Compliance Program responsibilities can adequately be performed, evaluate whether the Compliance Officer:

a. has adequate staff resources, to enable achievement of defined responsibilities;

b. actively monitors the day-to-day compliance activities;

c. has unrestricted access to all University records, staff, vendors, etc. required to perform Compliance Program activities;
d. has the authority to conduct full and complete internal investigations in accordance with UC policy; and,

e. periodically revises the compliance program management procedures to meet changing circumstances and risks.

5. To determine that the Compliance Program maintains adequate documentation to support the evaluation and monitoring activities performed, obtain and review the Compliance Program record retention policy and ensure that it complies with established University and regulatory standards. 
Due Care in Delegation of Authority

To ascertain that the Compliance Program has developed and maintained clear lines of authority for Program operations, inquire whether authority to act has been re-delegated by the Compliance Officer to other staff or campus management.  If re-delegation has occurred, obtain copies of all delegation forms and determine whether they meet the criteria of the Compliance Program.

Effective Employee Training and Education 

To ensure that the Compliance Program has established an employee training and education program that effectively ensures employee awareness of applicable laws, regulations and policies of the Compliance Program:

1. Review the Compliance Program's Education Program for the past year and determine its adequacy by:

a. reviewing a sample of training logs; and,

b. evaluating training materials.

2. Determine whether the compliance trainer's qualifications are adequate.

3. Obtain and review Compliance Program employee notification/advisory materials to determine whether they provide employees with sufficient and accurate information about the program, including standards of conduct and confidential reporting mechanisms.

Confidential Disclosures/Hotline

1. To ascertain that the Compliance Program has established a confidential disclosure program, review marketing materials and reports to ensure that the program:

a. was available to all employees;

b. offered anonymity without the threat of retaliation;

c. publicized existence with emphasis on the confidential, non-retaliatory nature;

d. provided for a "Confidential Disclosure Log" for compliance issues (status or disposition of management action taken in response to the internal reviews);

e. established a mechanism to refer non-compliance issues to the appropriate department for additional review, and;

f. incorporated a procedure for documenting the initial report, actions taken to investigate the issue and associated corrective actions taken.

2. To determine if faculty and staff involved in the delivery of health care services have been provided with information about the Code of Conduct and Hotline reporting mechanism:

a. Obtain and review the past 12 months of confidential disclosures related to compliance issues and determine the adequacy of action taken in response to the disclosure.  Verify that a documented review was conducted and corrective action taken was appropriate.

b. If further testing of the system is deemed necessary, make test calls or send email to the Hotline and then obtain the Hotline record of contacts to ensure the call was properly recorded and handled.

Monitoring

To ascertain that a consistent methodology has been established for Compliance Office review and monitoring activities:

1. Review the Program's written policy regarding excluded or sanctioned persons or entities.  Determine whether the policy:

a. prohibits the hiring, or contracting with or granting staff privileges to any individual or entity that is listed by a federal agency as convicted of abuse or excluded, sanctioned, or otherwise ineligible from participation in federal health care programs;

b. includes a screening process to make an inquiry into the status of any potential employee or independent contractor prior to engaging services by reviewing the "Exclusion Lists" (GSA and OIG); and,

c. provides for a periodic review of the status of all existing employees and contractors against the Exclusion Lists to verify whether any individual had been sanctioned or excluded since the last review.

2. Select a judgmental sample of employees/contractors hired during an established test period and examine the screening process support documentation to determine whether the appropriate inquiries were made.

3. Select a judgmental sample of actions taken for excluded individuals identified during the period under review and determine whether such employees were removed from responsibility for, or involvement with, provider business operations related to federal healthcare programs.

Enforcement & Discipline

To determine that the Compliance Program includes standards and procedures for Program enforcement and discipline:

a. obtain and review established policies and guidelines; and,

b. obtain and review the disciplinary actions resolved within the period under review, and determine whether the plan standards were consistently applied in each case.

Response & Prevention

To ensure that the Compliance Program includes a policy and associated procedures for addressing billing errors, review the Compliance Program standards for response and prevention activities.

a. inquire about occurrences of incorrect billing that resulted in overpayments by payers and obtain associated documentation.  If overpayments occurred, determine whether overpayments were identified within a reasonable period of time and that the disposition was handled appropriately, and that the documentation for each repayment included supporting information; and,
b. determine whether corrective actions were taken for any identified systemic problems.
C. Following completion of the infrastructure overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below. 

III.
Annual Compliance Report Review   (Determine whether this section will be included during the review of Clinical Research Compliance Program activities)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of the Compliance Program Annual Report, and determine whether it included the following components:

· Campus Corporate Compliance Committee Structure

· Clinical Research Compliance activities

· Other Compliance Activities

· Campus Corporate Compliance Program: Policies and Procedures

· Campus Corporate Compliance Education Program and Curriculum

· Campus Corporate Compliance Communication

· Monitoring

· Summary of Enforcement and Discipline

· Attachments (named below)

· Compliance Officer Certification of the Annual Report.
	The Compliance Program Annual Report does not include accurate or complete information about key program activities, which results in misrepresentation of the efficacy of the Program to University management and external reviewers.


B. The following procedures should be considered whenever the core audit is conducted.

1. Review the Compliance Program's Annual Report and determine whether it included the following components:

a. Campus Corporate Compliance Committee Structure

· Committee charge, reporting structure and responsibilities

· Organization chart  

· Committee memberships and functional titles

· Compliance Officer: job description, certification and training

· Integration with other campus committees: i.e., description of liaison relations with and to the Corporate Compliance Committee by other campus committees or departments, such as Internal Audit, Investigations Working Group and the campus Controller; and,

· Summary of the Committee’s annual planning process and issues addressed by the Committee:

· Examples of the scope and breadth of activities

· Risk assessment process

b. Clinical Research Compliance

A description of how the Clinical Research Compliance Program has been integrated into the campus Corporate Compliance Program.

c. Other Compliance Activities: (This should be customized for each campus)
A description should be provided for the elements of the compliance program that have been implemented for each of the following:

· Clinical Laboratory Compliance Program

· Hospital/Facility Compliance Program

· Home Health Compliance Program

· Third Party Billing Vendor Compliance Program

· Professional Fee Billing Compliance Program

d. Campus Corporate Compliance Program: Policies and Procedures

· a summary of any significant changes or amendments to Compliance Program policies and procedures; and,

· a summary of policies created specifically to implement the Code of Conduct.

e. Campus Corporate Compliance Education Program and Curriculum

· a description of educational sessions (which may include a summary of training topics, number and job classification of employees trained, training methods, training challenges and best practices and a cost estimate); and,

· a description or summary of the training evaluation methodology, planned or currently in use.

f. Campus Corporate Compliance Communication

· a summary of the Confidential Disclosure Log/Hotline activities and results; and,

· a copy of the Non-Retaliation policy.

g. Monitoring

· a summary of compliance audit and investigation results and an adequate corrective action plan(s); 

· a summary of aggregate overpayments returned, categorized by payer categories;

· a summary of the annual review of employees and vendors against the Federal Sanction Lists; and,

· a description of major external audits, and the status/outcome, as applicable.

h. Summary of Enforcement and Discipline

· a summary of corrective and disciplinary actions

i. Attachments, that may include:

A. Campus Health Sciences Organization Chart
B. Compliance Committee Roster
C. UC (campus) Code of Conduct
D. List of Compliance Program updates, new compliance policies/updates
E. Summary of educational sessions (including number of attendees, general topics
F. Summary of educational/training curriculum
G. Status of communication activities (Helpline, Hotline, Newsletters, Web sites, etc.)
H. Summary of monitoring activities and actions taken
j. Compliance officer certification for the Annual Report
2. Validate the content of selected summary information referenced in program section B.1.g by reviewing additional compliance activity documents and selected monitoring reports, as deemed necessary.
IV.  Clinical Research Compliance Program Review 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding clinical research compliance program activities. 

	Audit Objective
	Areas of Risk

	Determine whether campus controls are adequate to prevent the billing of non-covered experimental services to Medicare or other third-party insurers.  
	Experimental patient treatment provided under the auspices of a clinical trial protocol is erroneously billed to third party insurers, generating a false claim.  




B. The following procedures should be considered whenever the audit is conducted. 

1. Determine whether there is an effective means of establishing a clinical trial sponsor in the patient billing systems via a unique financial class (guarantor) code at the time a study protocol is approved.  

2. Determine whether information regarding clinical trial study participants is adequately shared with admitting, caregiving, ancillary service, and billing personnel, to expedite proper registration and billing processes.  Determine that disclosures to study participants accurately inform them of the parties to whom their participation may be known.  

3. Determine the points at which specific patient care services are identified and coded as standard-of-care (eligible for Medicare or other federal reimbursement) versus non-covered experimental services.  

a. Determine whether adequate information is available to principal investigators, study nurses, and other individuals making these decisions to ensure that the designations are appropriate and standardized to the extent practicable.  

b. Determine whether individual study protocols facilitate the designation of standard-of-care versus non-covered experimental services.  

c. Determine whether ancillary service units to which patients may present themselves are sufficiently informed of the process to follow to assign patient financial class/guarantor codes to the services ordered, if they are not already designated.  

d. Determine whether there is an effective verification of the assigned financial class/guarantor code at the time of encountering.  

e.
Determine whether medical record and study documentation clearly distinguish between services ordered and provided for standard-of-care versus non-covered experimental services.  

4. Determine whether any automated or manual detective controls have been established within Patient Accounting/Patient Business offices to review Medicare and other third-party payer insurance claims prior to submission, for the specific purpose of detecting inappropriate charges for non-covered clinical trial services.  Note the extent to which electronic claim submission protocols may impede the ability to establish such controls.  

5. Determine whether an effective mechanism exists for Patient Accounting/Patient Business offices to notify responsible units of any claims denied due to improper billing of non-covered experimental services.  Determine whether appropriate remedies have been established. 

Compliance Program Infrastructure Review and Risk Assessment

1. Has the Compliance Program implemented practices in all seven key elements of an effective Compliance Program as defined in OIG guidance?
2. Does the Compliance Officer report to senior level management and have sufficient resources to complete key program responsibilities?
3. Does the Compliance Committee include members from all related health sciences operations?  Is the charge to the Committee well defined and are members encouraged to provide input about key campus issues?
4. Has the Compliance Officer re-delegated authority for conducting Program activities to another member of the Compliance organization?  If so, how is the delegation documented?
5. How is staff training documented?  Is the curriculum re-evaluated periodically?
6. Has the campus implemented a confidential Hotline for communication of potential non-compliance?  How is the Compliance Program included in the resolution of Hotline complaints?
7. Is monitoring being performed in all of the key Compliance activities including Laboratory, Home Health, Clinical Research, Hospital and Professional Fee Billing?
8. Are coding issues communicated to the appropriate management level (to ensure that changes will be made?)  Is follow-up performed to ensure that coding improves?
9. Does the compliance program have a process for identifying the type of behavior that warrants disciplinary action?  If such incidents have occurred, was the prescribed program process followed?
10. Has the Compliance Program developed standard criteria for determining when refunds to Medicare or other payers are required?
Clinical Research Compliance Program 

General Overview & Risk Assessment

1. Is the overall scope of activities subject to monitoring activities well defined?  (e.g., in a manner similar to an audit universe)  If so, please describe.

2. Does the clinical research compliance program have an articulated goal with respect to coverage of the universe over time?  If so, please describe.

3. Is a risk assessment process employed in planning monitoring activities?  Please briefly describe (should incorporate Department of Health and Human Services [DHHS]/Center for Medicare and Medicaid Services [CMS] information sources, including the Office of Inspector General [OIG] workplan, pertinent issues of the Federal Register, recent OIG findings, and other available information sources).

4. Is there an annual review plan that is documented and measurable against the “universe” of auditable activities?  Please describe the plan and its level of detail, and any tracking of plan execution.

5. Does the Compliance Committee approve the annual plan?

Monitoring Activities

6. How are clinical trial services identified within ancillary units?  How are these services coded within the billing systems?
7. How is coverage of clinical research risk areas determined and coordinated? 
8. Who is responsible for performing monitoring reviews?  Describe the scope of monitoring reviews.
9. Are any diagnostic techniques employed (e.g., profiling, denial rates)?  Who performs these analyses?  Describe.

10. When charges are examined, are billing samples drawn from all bills or only federal payers? 
11. Do the monitoring activities include:

· Statistical sampling?  (See below)

· Non-Statistical sampling?  Describe

· Other types of reviews, e.g. controls/processes?  Describe.

12. What is the typical sample size and what is the sampling unit (bill, or line item of service)?
13. Describe rationale for extrapolating or not extrapolating errors detected.
14. Does the Compliance Office assure that errors are corrected?
Reporting

15. Are written reports prepared of monitoring reviews conducted?  

16. Are conclusions clearly expressed, recommendations documented, and action plans offered by auditee?

17. Are reports distributed to the Compliance Committee?  Describe distribution protocol.

18. Is there any tabulation of cumulative report findings, common deficiencies, refunds triggered etc., and are these summaries provided to the Compliance Committee?  Describe contents and distribution.

19. Is a management response required?  Please describe protocol for resolution of identified issues.  

