UC Core Audit Program 

Application Development


I.
Audit Approach

As an element of the University’s core (payroll, financial, medical, and student) business functions, Application Development will be audited approximately every three years using a risk-based approach. This audit approach includes acquisition, development, maintenance of application software including in-house developed, purchased software, and 3rd party maintained software for mission critical systems.  The following topics should be addressed during the review:

· Project management and oversight 

· Needs assessment

· Development process

· Change management

· Testing

· Training and documentation

· Implementation

· Post implementation

The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing.

II. 
General Overview and Risk Assessment  (90hrs)
For Campus, Medical Center, and Lab application development; general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires process flowcharts, and the examination of how documents are handled for key processes. 

 A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain an understanding of significant processes and practices employed in developing, testing, and implementing applications specifically addressing the following components:

· Management philosophy, and operating style, and risk assessment practices;

· Awareness of and compliance with applicable laws, regulations, and policies

· Planning and management of project financial resources

· Efficient and effective operations

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Project timeline controls;

· User participation & approval;

· Information systems, applications, databases, and electronic interfaces.

· Project management and oversight 

· Needs assessment

· Development process

· Change management

· Testing

· Training and documentation

· Implementation

· Post implementation
	· Poor management communication regarding expectations (standards and policies) may result in inappropriate behavior.

· The Application Development’s risk assessment processes may not identify and address key areas of risk. 

· Inadequate skill level or training to accomplish the necessary application development tasks.

· Inadequate separation of responsibilities for activities may create opportunities for fraud, misuse and errors or omissions. 

· Inadequate accountability for the achievement of application development and implementation.

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview the department director and key managers to identify and assess their philosophy and operating style, regular channels of communication, awareness of and compliance with IS 10 and any laws, local policies and regulations, and all internal risk assessment processes.

2. Obtain the department’s organizational chart, delegations of authority, and management reports.

3. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of risk.

4. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated.

5. If the organizational structure and various reporting processes do not appear adequate, consider alternative structures or reporting processes to provide additional assurance.  Comparison to similar local departments, or corresponding departments on other locations, may provide value in this regard.

Business Processes

6. Identify all key department activities, gain an understanding of the corresponding business processes, and positions with process responsibilities.

7. For financial processes, document positions with responsibility for initiating, reviewing, approving, and reconciling financial transaction types.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.

8. Evaluate processes for adequate separation of responsibilities.  Evaluate the adequacy of the processes to provide reasonable assurance that University/Lab resources are properly safeguarded.

9. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  

Information Systems

10. Interview department information systems personnel to identify all department applications and interfaces.

11. Obtain and review systems documentation, if available.

12. Document information flow via flowcharts and narratives, including all interfaces with other systems.  Consider two-way test of data through systems from source document to final reports, and from reports to original source documents.

13. Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University/Lab information resources.

14. If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

 C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial (30 hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial network management processes.

	Audit Objective
	Areas of Risk

	Evaluate the adequacy of financial resources, and appropriate financial planning consistent with the objectives of Application Development.  Include the following components:

· Appropriate investment in capital equipment,

· Appropriate investment in human resources

· Appropriate management of contracts

· Does IT governance provide adequate consideration of financial needs

· Project completed on time and on budget 

· Planning and management of financial resources


	· Poor system performance, inadequate capacity.

· Inadequate funding of key positions

·  Inefficient use of resources.

· Ineffective contract management.

· Budgeting processes may not adequately align resources with key business objectives.

· Budget variances not adequately monitored and evaluated may result in department budget overdrafts, or project cost overruns.  

· Improper classification of costs may cause regulatory compliance concerns (A‑21, cost accounting standards). 

· Recharge methodologies and overhead rate calculations may not provide adequate funding for continued level of service.

· Project cost overruns.

·   All other risks.




B.
The following procedures should be considered whenever the core audit is conducted.

1. Identify all financial reporting methods in use by the department for both departmental activities, and capital projects.  Obtain and review copies of recent financial reports.

2. Identify all budgetary reporting methods in use by the department for both departmental activities, and capital projects.  Obtain and review copies of recent budgetary reports.

3. Document through spreadsheets, narratives, or flowcharts capital project budget processes and capital project costing practices (i.e., actual vs. standard costs; capitalization).

4. Gain an understanding of the different methods implemented to monitor department, and project budget variances.  Validate on a test basis.

5. Interview department staff to document the process of classifying cost as either, direct charges or overhead charge.  Gain an understanding of the overhead rate calculation and review process.  Validate on a test basis.

6. On a test basis, evaluate the timing, accuracy and reliability of financial reporting.  If certain reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as need to determine the impact of financial reporting issues.

IV.  Compliance (80 hrs)

A. The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· UCOP Policies.

IS3

IS10

Other Business and Finance Bulletins and other University policies

Electronic communications policy;

· Applicable State and Federal laws and regulations including;

HIPAA

FERPA

SB 1392

GLBA

Evaluate adequacy and compliance with local policies, standards and guidelines


	· Poor security, Poor performance, from lack of adequate guidance policy.

· Delegations of authority may be inappropriate.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 

· Non-compliance of local processes with University requirements may negatively impact reliability and security of the systems.




B.
The following procedures should be considered whenever the review is conducted. 

1. Obtain an understanding of all applicable state or federal regulations.

2. Determine whether state or federal regulations apply to application development and review for compliance (e.g., HIPAA, FERPA, SB 1392, GLBA).

3. Validate compliance with applicable state or federal regulations.

4. Obtain an understanding of all applicable University Office of the President and Campus/Lab policies.

5. Determine whether any University Office of the President and Campus/Lab policies apply to the application development process (e.g., IS-3,  IS-10, etc.)

6. Validate compliance with applicable University Office of the President and Campus/Lab policies.

V.        Operational Effectiveness and Efficiency (60hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate management processes, specifically addressing the following areas:

· Personnel management (The use of employees vs. contractors);

· Specialization of work

· Maintenance of centralized vs. decentralized systems

· Application changes review and approval processes (Planned vs. ad hoc changes)

· Cost benefit of lease vs. buy of applications

· Patch vs. permanent fix problems (find real cause of problems)

· Agreements for service levels

· Reasonableness of project timelines


	· Poor customer service—resulting in customer’s poor performance and inability to meet University/Lab mission.

· Paying more for services when less expensive alternatives are available.

· Acceptance of unauthorized changes to systems. 




B. The following procedures should be considered whenever the review is conducted.
1. Evaluate appropriateness of mix of use of employees and contractors.

2. Determine if when contractors are used, adequate knowledge transfer is performed prior to termination of contracts.

3. Evaluate use of specialists/ subject matter experts in areas where appropriate in-house expertise does not exist.

4. Determine whether system development activities are performed by a centralized group.

5. Review relevant strategic plans to determine whether major project changes are planned.

6. Evaluate the cost benefit of lease vs. buy of appplications.

7. Determine if root cause analyses are performed for system problems.  Evaluate whether symptoms of problems are addressed or if system fixes resolve the root of the problem.

8. Review service level agreements for adequacy of coverage.  Determine if historical performance has been adequate and in accordance with service level agreement.

9. Determine if timelines appear adequate to address project objectives.  Review project plan to ensure key milestones are identified and adequately budgeted for time and resources.

VI.
Information and Communication (140 hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following processes:

· Project Management and Oversight

· Needs Assessment

· Development Process

· Change Management

· Testing

· Training and Documentation

· Implementation

· Post-Implementation
	· Project controls may not be adequate to escalate significant project scope or timeline issues.  Management approval of significant changes may not be obtained.

· All appropriate system stakeholders may not be involved in identifying their requirements.

· No cost-benefit analysis is performed resulting in an over-engineered system.

· Application is not designed or developed according to needs.

· User requests may not be considered for implementation or unauthorized changes may be implemented.

· System does not meet requirements.

· Adequate user and technical documentation and training may not exist to use the system.




B.
Based on the information obtained during the information systems overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered:


Project Management and Oversight

1. Determine if adequate policies and procedures for system development and maintenance exist.

2. Assess monitoring procedures to determine whether policies and procedures are followed.

3. Evaluate the management methods for providing oversight over the system development and maintenance process.

4. Obtain and review a project organization chart to determine project management and team structure.

5. Determine process for communication and approval of major scope changes and escalation of issues.

6. Evaluate project development methodology, including standards tools and templates.

7. Review project plan to ensure key milestones are identified.  Determine process for and frequency of plan update.

Needs Assessment

8. Assess the alignment of IS Strategy with business priorities.

9. Determine if a needs assessment is performed.

10. Determine whether vendor packages / alternatives are evaluated.

11. Assess adequacy of the cost-benefit analysis.

12. Review the project budget and approval.

Development Process

13. Determine if the design of the system and user requirements have been adequately documented. 

14. Evaluate the systems development team resources’ expertise for accomplishing objectives.

15. Evaluate whether a separate development and test environment is used for application development functions. 

16. Evaluate adequacy of the authorization process for the turnover of programs into the production environment.

17. Determine if developers’ access to the production environment has been appropriately restricted. 

Change Management

18. Determine how changes are initiated, documented, approved, and tracked.

19. Determine whether a version control mechanism is in place.

20. Evaluate the process for making emergency changes.
Testing

21. Evaluate whether a separate development and test environment is used for application development functions. 

22. Determine if the test environment is sufficient to identify issues with integrated testing efforts.

23. Determine if developers’ access to the test environment has been appropriately restricted.

24. Assess adequacy of testing documentation and results.

25. Determine appropriateness of test data.

26. Evaluate whether private/confidential data is masked or scrambled prior to testing.

27. Assess adequacy of the process/method used to note exceptions to application functionality.

28. Determine if deadlines for application rollout have resulted in reduced or inadequate testing.

Training and Documentation

29. Evaluate training procedures and plans.

30. Evaluate appropriateness of training resources and timeline.

31. Determine if appropriate users are provided adequate training.

32. Determine if adequate technical and user documentation is developed and maintained.

Implementation

33. Evaluate system rollout documentation.

34. Review test results to ensure the system is functioning as intended.

35. Examine the open issues list to ensure all significant issues have been addressed.

36. Determine if adequate backup and recovery procedures are in place.

37. Evaluate whether responsible management have approved the system for implementation.

38. Assess adequacy of plans for rollback to legacy system in event of unsuccessful implementation (potential issues: vendor dependencies/availability, new data input into new system before failure, re-conversion procedures after issues are resolved).

Post Implementation

39. Determine if a post-implementation review of gaps against original requirements has been performed to ensure the implementation meets the business needs.

40. Determine whether training procedures and resources are available for new employee training.

ICQ QUESTIONS

Project Management and Oversight

1. Do adequate policies and procedures for system development and maintenance exist?

2. How are policies and procedures communicated?

3. Are policies and procedures adhered to? What kind of monitoring procedures are in place to ensure adherence to policies and procedures?

4. How does management provide oversight over the system development and maintenance process?

5. Determine if the project has an established project team, (sponsor, steering committee, adequate functional and IT representation, legal, compliance, security, and audit).

6. How often does the team meet?

7. Does everyone involved in the project understand their level of involvement, roles, and responsibilities?

8. How are changes to the original project scope communicated and approved?

9. Are standard forms/templates in place for the various phases of the system development to ensure key information is consistently considered?

10. Has a project plan been prepared?  Does the plan include phases, major milestones, and detailed steps?  Is the plan updated on a regular basis with project status?

11. Does the project time frame appear realistic?

12. How are resources allocated to the project?

13. What other tools are used for communicating and monitoring project status and issues?

14. How are issues assigned and tracked until resolved?  What are escalation procedures for major issues?

Needs Assessment

15. Does the organization have an IS Strategy that is aligned with the business priorities?  If so, is this project part of the strategy?

16. How is a system development need initiated?

17. What is the process for communicating the system need?

18. Is a needs assessment performed?

19. What criteria is used for performing a needs assessment?  What are the pre-defined thresholds?

20. Are existing vendor packages considered prior to in-house system development?

21. Is a cost-benefit analysis performed to evaluate the system need?

22. Has project funding been budgeted and approved?

23. What factors are considered when determining the implementation timeline?

24. What is the project approval process?

Development Process

25. Determine if the design of the system and user requirements have been adequately documented. 

26. Has a detailed work plan been prepared for the systems development phase?

27. Has actual accomplishment during systems development been reasonably close to estimates?

28. Are systems development team resources adequate to accomplish objectives of systems development phase?

29. Have time and cost estimates, cost/benefit analysis, impact study, and risk analysis been updated?

30. Have significant changes to project scope been approved by the management steering committee?

31. In what environment and how are programs developed and modifications performed?  

32. What prevents more than one developer from working on the same program code simultaneously?

33. What is the authorization process for moving a program into the production environment?

34. What prevents unauthorized changes to be made after the completion of testing, but prior to transfer to production?

35. Do developers have update access to the production environments?

Change Management

36. What is the change request process (for both in-house changes and changes performed by the vendor)?

37. Who approves change requests?

38. What documentation exists to support a change request?

39. How are change requests tracked?  Is any history maintained of all changes to the system?

40. How are users involved?

41. What ensures that the source code changed is the most recent version of the program?

42. Is there a version control mechanism in place?

43. How do business users authorize emergency fixes to production data or programs?

44. How are emergency changes to production performed?

45. Is a log of all emergency changes maintained?  Who reviews this log?  How often?

Testing

46. Is a separate test environment used for testing program changes?  Review test environment to ensure developers do not have update access.

47. Is the testing environment sufficient to identify issues with integrated testing efforts?

48. How is logical security administered to prevent developer access to QA environments?

49. What documentation is required in order to perform QA testing?  Who provides such documentation?

50. Who tests program change controls?  Are test scripts and cases developed?

51. What level of testing occurs?  (Are interface programs tested?)

52. What type of data is used for testing program changes?

53. Do test cases fully test functionality changes?

54. What process/method is used to note exceptions to application functionality?

55. What is the QA testing timeline?  How do time deadlines for application rollout affect the amount or quality of testing performed?

Training and Documentation

56. Evaluate training procedures and plans.

57. Evaluate appropriateness of training timeline.

58. Determine who will be trained.

59. Is adequate technical documentation developed and maintained?

60. Evaluate adequacy and currency of technical documentation.

61. Is adequate user documentation developed and maintained?

62. Evaluate adequacy and currency of user documentation.

Implementation

63. Has a detailed work plan /system rollout documentation been prepared for the systems implementation phase?

64. Review test results to ensure the system is functioning as intended.

65. Examine the open issues list to ensure all significant issues have been addressed.

66. Determine if adequate backup and recovery procedures are in place.

67. Have responsible management approved the system for implementation?

68. Assess adequacy of plans for rollback to legacy system in event of unsuccessful implementation (potential issues: vendor dependencies/availability, new data input into new system before failure, re-conversion procedures after issues are resolved).

Post Implementation

69. Is a post-implementation review of gaps against original requirements performed to ensure the implementation meets the business needs?

70. Are training procedures and resources available for new employee training?

Page 1 of 13

