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IP USE, TRANSPORT, AND THEFT

Trump Administration's Approach
Three recent letters from Department of Defense and White
House Office of Science and Technology Policy:

THE UNDER SECRETARY OF DEFENSE
3030 DEFENSE PENTAGON
WASHINGTON, DC 203013030

MAR 2 0 208

RESEARC
AND ENGINEERING

SUBJECT

ctions for the Protection of Intellectual Property, Controlled Information, Key
Personnel and Critical Technologies

“The National Defense Authorization Act (NDAA) for FY 2019, Section 1286, pages 443-
initiative to work with academic institutions
who perform defense research and engineering activities:

To support protection of intellectual property, controlled information, key personnel,
and information about critical technologies relevant to national security; and

To limit undue influence, including through foreign talent programs, by countries to
exploit United States technology w e Department of Defense research, science
and technology, and innovation enterprise.

1 direct that Department of Defense (DoD) Grants Managers and other personnel
supporting the award and of grants, cooperative agreements, Technology
Investment Ag and other i take the following actions
for all research and h-related educational activiti ted by these types of DoD
instruments.

1. Thirty business days after the date of this issuance, all new DoD Notices of Funding
Opportunities (NFOs) pertaining to research and research-related educational
activities shall include the following requirements:

IS

Proposers shall submit the below information for all key personnel, whether or
not the individuals" efforts under the project are to be funded by the DoD:

= Alist of all current projects the individual is working on, in addition to any
future support the individual has applied to receive, regardless of the source.
Title and objectives of the other research projects.

The percentage per year to be devoted to the other projects.

The total amount of support the individual is receiving in connection to each of
the other research projects or will receive if other proposals are awarded.
Name and address of the agencies and/or other parties supporting the other
research projects

= Period of performance for the other research projects.

www.bsfllp.com

EXECUTIVE OFFICE OF THE PRESIDENT ‘
OFFICE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502 |

September 16, 2019 |
Letter to the United States Research Community
Dear Colleagues,

As a fellow researcher and former university vice president for research, I know firsthand that the
open and internationally collaborative nature of the United States research enterprise has been
critical to our success in research, and that this success has underpinned our Nation's prosperity
and security. Indeed, the values we cherish as Americans are the ethos of research itself; namely,
the freedom to explore new frontiers, the to openness and through the
sharing of methods and results, the ability to debate difficult issues thoughtfully and with civility,
and the passion to work with and improve the lives of others. By adhering to these values and
operating with due regard to principles of integrity - including reciprocity, openness, and
transparency - your work has made America the world leader in science and technology. The
Nation is indebted to you.

Yet we must not take our research enterprise or its global leadership position for granted. Over the

past several years, some nations have exhibited increasingly sophisticated efforts to exploit,

influence, and undermine our research activities and environments. As researchers, we must |
acknowledge the changing geopolitical and international scientific landscape: United States policies |

and practices must evolve thoughtfully and jately to meet current and future chall
‘The success of our research enterprise is dependent on everyone upholding the principles of
research.

Some of those recent efforts to exploit America’s research enterprise have come through foreign
government-sponsored talent recruitment programs. Historically, researchers at United States
institutions could in many cases participate in a talent program and simultaneously receive both
foreign and United States upport. Under some this may still be
acceptable. However, it has become clear that features of some talent programs are unacceptable
and inconsistent with our research values and research principles. Breaches of research ethics,
both within talent programs and more generally, include the failure to disclose required
information such as foreign funding, parallel foreign (so-called shadow
labs), affiliations and appointments, and conflicting financial interests. Other inappropriate
behaviors include conducting undisclosed research for foreign governments or companies on
United States agency time or with United States agency funding, diversion of intellectual property
or other legal rights, and breaches of contract and confidentiality in o surreptitious gaming of the
peer-review process.

Ultimately, these inappropriate behaviors, whether or not they arise through participation ina
foreign talent program, interfere with the allocation of Federal funding in a fair manner based on
merit. As a result, these breaches of research security and integrity position others to reap the
benefits of your hard work without bearing the associated risks or making the investments borne
by American taxpayers and other funders. These activities ultimately undermine the integrity of
the research enterprise and, thus, our economic and national security.

Boies Schiller Flexner LLP | October 2019

THE UNDER SECRETARY OF DEFENSE
3030 PENTAGON
203013030

0CT 102019

Dear Academic Colleagues:

For decades, scientists at universities and research centers, supported by the Department of
Defense (DoD), have made ground-breaking scientific discoveries that underpinned dramatic
commercial and national security advances, significantly improving the lives of citizens here and
abroad. DoD recognizes the contribution of research integrity principles. such as the free exchange
of ideas, transparency, and collaboration across research communities as critical t0 our mutual
success. Yet today the ability to make similar advances is at risk, and research integrity is
jeopardized through foreign governments” exploitation that intentionally target U.S. and allied
partner research and intellectual capital

We must find ways to protect research integrity that has contributed to the creation of the
finest research institutions in the world and allows us to attract the necessary talent to maintain our
cconomic and national security. The principles of integrity, openness, reciprocity, merit-based
competition, and transparency are the foundation of American innovation. The theft of controlled
information and unethical diversion of intellcctual capital threatens both the American economy and
the security of our nation. | request your assistance to preserve the long-standing norms and ethical
behaviors that have benefited our research institutions

The challenge of protecting the integrity of our research enterprise is  national priority. In
his September 16,2019, letter' to the research community, Dr. Kelvin Droegemeier. Director of the
White House Office of Seience and Technology Policy (OSTP), described a new OSTP-led
interagency Joint Committee on the Research Environment (JCORE). DoDD is an active participant
in JCORE, and in its sub-committee on Research Security, which is initially focused on coordinating
four lines of Federal effort dinating outreach and engag disclosure for
participation in federally funded research; best practices for academic research institutions; a
methods for identification, assessment, and management of risk. This work will help
fund Federal research to develop common standards for identifying and adjudicating conflicts of
interest and conflicts of commitment from these disclosures. It will also help agencies that fund
Federal research to clarify consequences for failing to make these disclosures.

Even prior to the establishment of JCORE, Do has taken several steps to address this rising
threat and protect open research at U.S. institutions. In October 2018, the Secretary of Defense
formed the Protecting Uritical Technology Task Force to work across the defense industry and
research enterprise toward these goals. On March 20, 2019, 1o address conflicts of interest and
conflicts of commitment, I signed a memorandum?’ requiring that all rescarch and research-related
nal activities conducted through DoD research grants, cooperative agreements, Technol
require key personnel to disclose

edu
Investment Ag 5. and other non-p

! https:/www.whitehouse gov/wp-content/uploads 201909 OSTP.
2019.pdf

2 Dr. Michael D. Griffin, Under Secretary of Defense for Research and Eng Men um titled “Actions for
ctual Property, Controlled Information, Key Personnel and Critica o Technlogics” dted

tter-to-the-US-research-community-scpter

the Protection of I
March 20, 2019
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THE UNDER SECRETARY OF DEFENSE
3030 DEFENSE PENTAGON
WASHINGTON, DC 20301-3030

f— MAR 2 0 2018
AND DGEENG
MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISITION AND
SUSTAINMENT
ASSISTANT SECRETARY OF DEFENSE FOR ACQUISITION
SERVICE ACQUISITION EXECUTIVES
SPECIAL OPERATIONS COMMAND

SUBJECT: Actions for the Protection of Intellectual Property, Controlled Information, Key
Personnel and Critical Technologies

The National Defense Authorization Act (NDAA) for FY 2019, Section 1286, pages 443+
445, directs the Secretary of Defense to establish an initiative to work with academic institutions
who perform defense research and engineering activities:

1. Tosupport ction of intelk | property, lled ,
and i about critical logi nlevlnl 10 national u:uity' and

"~

To limit undue influence, including through foreign talent programs, by countries b
exploit United States technology within the Department of Defense research, science
badloay. sadt " :

 projects.

. mﬁmdmuw&uthhmnﬁhnnduf
ummmcwmmlmm

* Name and address of

projects.
* Period of performance for the other research projects.
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EXECUTIVE OFFICE OF THE PRESIDENT

THE UNDER SECRETARY OF DEFENSE

3030 DEFENSE PENTAGON
WASHINGTON, DC 20301-3030

i peee MAR 2 0 2018

AND ENGINEERING

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISITION AND
SUSTAINMENT
ASSISTANT SECRETARY OF DEFENSE FOR ACQUISITION
SERVICE ACQUISITION EXECUTIVES
SPECIAL OPERATIONS COMMAND

SUBIJECT: Actions for the Protection of Intellectual Property, Controlled Information, Key
Personnel and Critical Technologies

The National Defense Authorization Act (NDAA) for FY 2019, Section 1286, pages 443-
445, directs the Secretary of Defense to establish an initiative to work with academic institutions
who perform defense research and engineering activities:

1. To support protection of intellectual property, controlled information, key personnel,
and information about critical technologies relevant to national security; and

2. To limit undue influence, including through foreign talent programs, by countries to

exploit United States technology within the Department of Defense research, science
and technology, and innovation enterprise- i

March 20, 2019
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THE UNDER SECRETARY OF DEFENSE
3030 DEFENSE PENTAGON
WASHINGTON, DC 20301-3030

THE UNDER SECRETARY OF DEFENSE

OCT 1 0 201
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Prh— September 16, 2019
MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISITION AND
SUSTAINMENT
ASSISTANT SECRETARY OF DEFL
SERVICE ACQUISITION EXECUTIVES
SPECIAL OPERATIONS COMMAND

Letter to the United States Research Community

Dear Colleagues,
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SUBJECT: Actions for the Protection of Intellectual Property, Controlled Information,

SRRORER A EXECUTIVE OFFICE OF THE PRESIDENT E?i!.k-“..?‘."’-.",!.".ﬂ‘:. s hat intntionally target U.S. and alied
The National Defense Authorization Act (NDAA) for FY 2019, Section 1286, 0FF|CE OF SCIENCE AND TECHNOLOGY POLICY pital
445, directs the Secretary of Defense to establish an initiative to work with academic
who perform defense rescarch and engineering activities: WASHINGTON, D.C. 20502 tect rescarch inb

. Tosupport protection of intellectual property, controlled information, key p
and i ion about critical technol relevant to national security; and

2. To limit undue influence, including through foreign talent programs, by cou sistance to preserve the lon
exploit United States technology within the Depaniment of Defense researc” ‘;EptEthI‘ 16, 2019 esearch instilutions
and technology, and innovation enterprise.
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Nation is indebted to you.
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RESEARCH
AND ENGINEERING.

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISITION AND
SUSTAINMENT
ASSISTANT SECRETARY OF DEFENSE ; ver fescarch centers. supported by the Department of
SERVICE ACQUISITION EXECUTIVES ‘
SPECIAL OPERATIONS COMMAND
mmiﬂn. such as the free exchange

THE UNDER SECRETARY OF DEFENSE mﬂc:&:c,rm

3030 DEFENSE PENTAGON that insentionally target U.S. and allied
WASHINGTON, DC 20301-3030

SUBJECT: Actions for the Protection of Intellectual Property, Contre
Personnel and Critical Technologies

The National Defense Authorization Act (NDAA) for FY 201
445, directs the Secretary of Defense to establish an initiative to work
who perform defense research and engineering activities:

OCT 1 0 2019

1. Tosupport p ion of i property, L
and i about critical technologies relevant to naty

AND ENGINEERING

2. To limit undue influence, including through foreign talent
exploit United Stmslvuhno!ogy wi(hiq the Department of
= s v Dear Academic Colleagues:
1 direct that Department of Defense (DoD) Grants Managers 2
wwomn; lhe award and administration of grants, mpenlnrt agreen . . . .
and other shal For decades, scientists at universities and research centers. supported by the Department of

for all research and h-related ional activities 41

instruments. Defense (DoD), have made ground-breaking scientific discoveries that underpinned dramatic
1. “Thirty business days afer the dte of this ssuance, allnew  COmmiercial and national security advances, significantly improving the lives of citizens here and
e s o o wscarch md =<k abroad. DoD recognizes the contribution of research integrity principles, such as the free exchange
. Proposersshll subenit the below nformation forait e 1 1d€@S, transparency, and collaboration across research communities as critical to our mutual

ot the individunls” efforts under the projectare obe | success. Yet today, the ability to make similar advances is at risk. and research integrity is
N o S jeopardized through foreign governments’ exploitation that intentionally target U.S. and allied

Title and objectives ofthe ather research projects. | partner research and intellectual capital.
The ugepuywlobcdzvolcdlolhemher;

* The total amount of support the individual is meewmg in connection to each of merit. As a result, these ureaches uf research security and integrity position others to .¢ap the
the other research projects or will receive if other proposals are awarded. benefits of your hard work without bearing the associated risks or making the investments horne

* Name and address of the agencies and/or other parties supporting the other by American taxpayers and other funders. These activities ultimately undermine the integrity of
research projects. the research enterprise and, thus, our economic and national security,

Period of performance for the other research projects.
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OPERATION OF HEALTH CARE phsings
Safety & SYSTEMS
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Labeling &
Packaging

Accounting

Storage Transactions
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OPERATION OF HEALTH CARE SYSTEMS

 Data Protection and HIPAA

* Drug Diversion
* Telehealth

0.5, Attorneys » Central District of California » News

Department of Justice
1.5. Attorney’s Office

Central Distriet of California

FOR IMMEDIATE RELEASE Thursday, February 21, 2019

DEA-Led Crackdown on Prescription Opioid Diversion Targets
Medical Professionals with Criminal Charges, License
Revocations
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FDA REGULATIONS FOR Al

 NEW Draft Guidance — Issued Sept 2019

Contains Nonbinding Recommendations

Draft — Not for Implementation -
Clinical Decision Support Software S

Draft Guidance for Industry and T o
Food and Drug Administration Staff )

DRAFT GUIDANCE

Draft — Not for Implementation

This draft guidance document is beinlg distributed for comment purposes Clinical DeCiSiO n Supp O rt S Oftware

pecunen et Draft Guidance for Industry and
5 Food and Drug Administration Staff

DRAFT GUIDANCE

7&@240-402-3010 et This draft guidance document is being distributed for comment purposes

mg@ e o e o only;
Silver Spnng MD20993—?D02, 301-796-8936. For )
ducts, contactiho Office of Document issued on September 27, 2019.

h U.S. Department of Health and Human Services

FOA R A it Food and Drug Administration
U5 FOOD & DRUG  conr o pevices s Ramoica it
Center for Biologics Evaluation and Research

Center for Drug Evaluation and Research

Office of Combination Products in the Office of the Commissioner

Boies Schiller Flexner LLP | October 2019 |
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HIGHER EDUCATION ACT OF 1965

* NEW proposed revisions to reporting requirements
issued by DoE on September 6, 2019

* |If requirements become final will significantly EXPAND
the kind of gifts and contracts that must be reported

COMPLIANCE ALERT OcTOBER 8, 2019

PROPOSED CHANGES TO HIGHER EDUCATION ACT OF 1965 §117 FOREIGN
CONTRACTS AND GIFTS REPORTING REQUIREMENTS
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EXPORT CONTROLS

Case 2:18-cr-00050-JAK Document 1 Filed 01/16/18 Page 1 of Bz@@ P
AO91 (Rev. 11/11) Criminal Complaint ﬁ

UNITED STATES DISTRICT COURT

°* Trump

administration IS
enforcing controls

* Recent Example:
charged UCLA
professor faces 219
years

www.bsfllp.com

United States of America
Ve

Yi-Chi Shih (“SHIF™) an:
Kiet Ahn Mai (“MAI"),

Defendant(

1, the complainant i\

(1) From an unknown date,

County of Los Angeles in if
Code Section

18 US.C. §371

(2) And, on or about Decen
defendant SHIH violated:

Code Section

50 U.S.C. § 1705(

This criminal ¢

for the —~_
—
Central District of California / o
‘ e T

Case 2:18-cr-00050-JAK Document 1 Fuled 01/16/18 Page 1 of 82@@ E@
AO 91 (Rev. 11/11) Criminal Complaint ii

UNITED STATES DISTRICT COURT

for the

Central District of Californiz

' / “"‘”'ﬁzwg/

cascpb) 18- 0097" /

United States of America
V.

Yi-Chi Shih (“SHIH") and
Kiet Ahn Mai (“MAT™),

Defendant(s)

CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is true to the best of my knowledge and belief:
(1) From an unknown date but no later than February 15, 2013, and continuing to October 19, 2015, in the
County of Los Angeles in the Central District of California, defendants SHIH and MAI violated:
Code Section Offense Description

IRUS.C. §371 Conspiracy

(2) And, on or about December 30, 2013, in the County of Los Angeles in the Central District of California,
defendant SHIH violated:

Code Section Offense Deseription
Sworn to before
S50U.S.C. §1705(a), 18 US.C.§2 The International Emergency
Date: Economic Powers Act (“IEEPA™)
City and state: _Los Angeles, Califorma Hon. Paul L. Abrams, U.S. Magistrate Judge
~ Printed name and title
Arties umq’/MMm
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GRANT AUDITS AND USE OF GRANT FUNDS

* NIH sent letters to approximately 60 intuitions alleging
scientists were diverting IP from NIH-supported research
to foreign countries — led to terminations

AMERICA

Texas cancer center ousts 3 scientists over Chinese data
theft concerns

The MD Anderson Cancer Center was among 55 medical research facilities contacted by the NIH
over concerns of researchers’ ties to foreign governments. TIME

Emory University Fires 2 Neuroscientists Accused of Hiding
Chinese Ties

BY TARA LAW MAY 25, 2019

Emory University fired two neuroscientists after they were accused of failing to
disclose foreign research funding and connections with China.

The University of Texas MD Anderson Cancer Center in Houston on Sept. 20, 2012.
Pat Sullivan / AP file
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FALSE CLAIMS ACT

* First half of 2019: DOJ announced more than S750
million in settlements

* Duke University: $112 Million for submitting falsified
research to NIH and EPA

Department of Justice

Office of Public Affairs

FOR IMMEDIATE RELEASE Monday, March 25, 2019

Duke University Agrees to Pay U.S. $112.5 Million to Settle False Claims Act Allegations
Related to Scientific Research Misconduct

Duke University has agreed to pay the government $112.5 million to resolve allegations that it violated the False Claims Act
by submitting applications and progress reports that contained falsified research on federal grants to the National Institutes
of Health (NIH) and to the Environmental Protection Agency (EPA), the Justice Department announced today.

www.bsfllp.com Boies Schiller Flexner LLP | October 2019 |







