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Approaches to 
policy in higher 

education

• Thin policy – “we are very committed 
to information security” – common

• Thin policy + “follow our guide, please” 
– very popular

• Policies for everything – tempting, 
common, UC started down this path

• Prescriptive – tell them what to do

• Adaptive – it’s a changing space, rare

• Hybrid – some combination of the 
above
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What we chose 
hybrid

• One overarching policy

• IS-3

• With adaptive features!

• 9 Standards – more flexible

• Minimum Security

• Account and Authentication

• Classification

• Disposal

• Encryption Key and Certificate Management

• Event Logging

• Incident Response

• Secure Software Configuration

• Secure Software Development

Prescriptive

Plus Adaptive
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Policy Architecture

IS-3
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UC Security Policy Architecture

9 standards

Overarching Policy – IS-3
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Let’s think about  
Protection Level

• Protection Level ≠Confidentiality

• There are “public” things that need protection.

• CIA

• Confidentiality

• Integrity

• Availability

• The old lens of just “confidentiality” is obsolete

• Add facets for modification and loss

• These factor into Protection Level

• Think of Protection Level as one input on the selection 
of controls

• Think of Availability Level as a second input into the 
selection of controls

What are the set of 
controls we need to take 

care of this “stuff”?
We have to think 

differently!
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IS-3
A Flexible Tool
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Setting the stage

• IS-3 is designed to be a flexible tool to manage cyber risk – achieving six 
goals

• Goal 3 - Follow a risk based approach, III.1.3.3

• UC is committed to following a risk-based approach to information security, which 
allocates resources to protect Institutional Information and IT Resources based on threats 
and their likelihood of causing an adverse outcome. This approach balances UC’s 
information security goals with its other values, obligations, and interests.

11Implementing IS-3 10/30/2019



The policy says
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Guide Posts

6 GOALS

• A goal-based approach is best

• Units are accountable for 
implementing information 
security

• Decision-making rights 
correspond to risk level

• Security is a shared responsibility

• Security is embedded into the 
entire lifecycle

5 PRINCIPLES

13

• Preserve academic and 
research collaboration

• Protect privacy

• Follow a risk-based 
approach

• Maintain confidentiality

• Protect integrity

• Ensure availability
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What you need to know

• Our policy’s adaptive features:

• Risk based approach – allocate scarce resources based on risk

• Risk assessment trumps everything

• Iterative model

• Based on CSF current state  target state

• Documented in the Information Security Management Plan

• Local exception process
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What you need to know

• Controls scoped on Protection and/or Availability Levels

• Designation of “Critical IT Infrastructure” 

• Not being used so far, may not be used …

• Risk Treatment Plans

• Easy to edit standards
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Who can make risk decisions?
• A Location could follow the budgetary authority model

• An example based on current delegation of authority at UCOP:

- Regent appointed officers – no limit

- With Presidential consultation

- VPs reporting to the President - VP level Unit Heads (other than those above) $100K 
and $250K

- Directors and named role officers - $75K and $100K

- Source: https://www.ucop.edu/business-resource-center/policies-and-guidance/guidelines/delegations-of-
authority.html#UCOP-Delegations-of-Authority
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The importance of the ISMP

• The Location Information Security Management Plan (ISMP) is a tool used 
to answer the key questions about:

• Managing cyber risk

• Planning and priorities  investments/budgets

• Risk acceptance

• The CRE and possibly the responsible executive must sign off!

• Essentially saying – “I know the risks, I know our budget, I know our plan – we are 
managing risk, and I accept the risks that remain”
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IS-3 Foundational Elements
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IS-3 Foundational Elements
• Start with the macro, realize Locations and Units need time to swing the ship 

around – possibly start here:
• Is there an ISMP?
• Is there an inventory of Protection Level 3 and Protection Level 4 information?
• Is there a risk assessment?

• Location? Key Units? P3/P4 collections of Institutional Information?

• Is there evidence of the risk management process guiding budgeting and 
planning? 

• Is there evidence of appropriate risk acceptance?

• We want to manage cyber risk
• Is the Location “having the conversation”?

19Implementing IS-3 10/30/2019



20Implementing IS-3 10/30/2019



• UCR IS-3 Preparation and Rollout Timeline

• Awareness and Analysis:
• Task Force Policy
• IS-3 and Standards Development

• Integration:  
• Risk Assessment Form and Calculus
• Annual Security Inventory
• Cloud Security Standard
• Procurement Process Flow

• Rollout:  
• IS-3 Rollout Scope - Phase 1 and Phase 2
• Maturity Model and Expanded Model
• IS-3 Rollout Methodology

• Questions?

Agenda
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UCR IS-3 Preparation and Rollout Timeline

Awareness and Analysis

Established Task Force Policy
- UCOP IT Policy Director Visit
- UCR Policy Director Brief
- ITEG Policy Approval Process
- Reviewed IS-3 and Standards
- UCR Policy Gap Analysis

IS-3 and Standards Development
- UCR ISO and SME Review and 

Comment

Rollout

Multi-Year Strategy

Phase 1 (FY20)
- ITS Units and Systems

Phase 2 (FY21)
- Non-ITS Units and Systems

Phase 3 (FY22)
- Remaining Units

IS-3 Maturity Model

Methodology
1) Discovery
2) Analysis and Assessment
3) Security Planning

Outputs:
- Unit Security Plans
- Risk Treatment Plans
- Risk Exception Forms

Integration

IS-3 Infused into
- Risk Assessment Form
- Risk Calculus (P4 - P1)
- Unit Risk Assessments 
- Annual Security Inventory
- Cloud Security Standard
- Procurement Process Flow

2017 2018 Now
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Awareness and Analysis:  Task Force Policy
2017 convened Task Force Policy, 10 campus-wide IT leaders

• Reviewed draft UC IS-3 policy, standards and other documents

• Conducted UCR policy gap analysis

Gap Analysis Findings

• IS-3 covers all policy needs

• ~11 standards needed

• ~30 procedures and plans needed
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UCR Information Security Office and subject matter experts participated in IS-3 
policy and standards reviews and workgroups

• Reviewed and commented on draft IS-3 policy and all 9 draft standards

• Participated in 2 workgroups (Software Development and Disposal)

Awareness and Analysis:  IS-3 and Standards Development

Special appreciation to Robert Smith, 
UC IT Policy Director:

• Provided oversight of all 
doctrine development

• Marshaled drafting and review 
of all documents

• Provided disposition of ALL 
location-provided comments!
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• January 2018 infused IS-3 sections into UCR Risk Assessment Form

• Form contains 31 items mapping to IS-3 (meets ISO 27002 controls)

• Using IS-3 data classification (P4-P1) as Impact portion of risk calculus

Data 
Classification

Added

UC IS-3 Compliance 
Requirements

External Compliance 
Requirements

Integration:  Risk Assessment Form and Calculus
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Integration:  Annual Security Inventory
• Undergoing revamp of UCR Annual Security Inventory

• Added 31 item Unit compliance questionnaire

• Example: To what extent are assets formally classified, labeled and 
reviewed periodically at your unit?  Answers: Low, Moderate, High, N/A

• Added sections:  Data classification, regulatory requirements and GDPR

Very high priority for CRE

• Allows view of campus risk pockets

• Genesis for department security plans

• Genesis for MFA rollout

• Identifies regulatory mandates (HIPAA, 
FERPA, GDPR, etc.)
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• Created cloud security standard and handout for workforce members 
handling sensitive data (P4/P3)

• Contains 8 requirements from IS-3 for accessing sensitive data

• Example:  User’s systems must use Managed Desktop or 
comply with the UC Minimum Security Standards. BFB-IS-3 
Section 8 

• Contains 13 guidelines from IS-3 for accessing sensitive data

• Example: Set expiration dates when creating shared links to 
files and folders. BFB-IS-3 Section 9 

• Incorporating IS-3 password and passphrase strength requirements from 
the UC Account and Authentication Management Standard

Integration:  Cloud Security Standard
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• Instituted UCR Central IT purchase and procurement review process

• UCR Procurement forwards IT requests to Central IT Procurement Analyst

Integration:  Procurement Process Flow

• Procurement Analyst 
distributes requests to

• CTO
Infrastructure 
compatibility

• CISO
Risk assessment 
Appendix DS

• CIO
Final evaluation
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Rollout:  IS-3 Rollout Scope - Phase 1 and Phase 2

Phase 2
Non-Central 

IT
Managed

Phase 1
Central IT 
Managed
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Units will be assigned initial maturity level and provided support to elevate maturity 
over a 3 to 4 year period

We believe most Units will achieve a strong security posture and demonstrate 
compliance with IS-3 if they can achieve maturity level 2 or 3

Rollout:  Maturity Model

Special thank you to 
Cheryl Washington, 
UC Davis CISO

• Created IS-3 
maturity model and 
UC Davis policy 
rollout plan.
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Expanded UC Davis model into categorized key areas and maturity continuum

Rollout: Maturity Model Expanded

Current = Gold Goal = Green

Implementing IS-3 3110/30/2019



UCR will leverage IS-3 assessment methods and tools to identify Unit assets, 
determine compliance, assess risk, and document remediation

Rollout:  IS-3 Rollout Methodology

Unit Action Method or Artifact Results

1 - Discovery Annual Security Inventory or 
Department Inventory Asset Inventory

2 - IS-3 Compliance Gap Analysis Annual Security Inventory and 
Risk Assessment Tool

IS-3 Compliance and 
Vulnerabilities

3 - Risk Assessment Full Risk Assessment Form Risk Posture (Threat, 
Vulnerability, Impact)

4 - Identify Remediation Needs Remediation Worksheet and 
Required Resources

Unit Security Plan
Risk Treatment Plans
Risk Exception Forms
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UCR Unit Information Security Plan

• Unit IS-3 assessment findings

• Security plan action items

• Administrative

• Technical

• Physical

• Prioritized for resourcing

• Unit risk acceptance

The Unit must be aware of risks 
associated with assessment
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Questions?

Thank you!

Questions?
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