Audit Procedures and Internal Control Questionnaires

Hospital Billing and Receivables Audit Program


I.
Audit Approach

As an element of the University’s core business functions, Hospital Billing and Receivables processes will be audited once approximately every three years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment
At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment I), process flowcharts, and the examination of how documents are handled for key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the implementation of the hospital billing and receivables operation, specifically addressing the following components:

· Management philosophy, and operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.
	· Poor management communication regarding expectations may result in inappropriate behavior.

· The program's risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud.

· Inadequate accountability for the achievement of financial or programmatic results may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview the department director and key managers to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes.

2. Obtain the department's organizational chart, delegations of authority, and management reports. 

3. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of perceived risk. 

4. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated. 

5. If the organizational structure and various reporting processes do not appear adequate, consider alternative structures or reporting processes to enhance assurance.  Comparison to similar local departments, or corresponding departments on other campuses, may provide value by demonstrating better accountability.

Business Processes

6. Identify all key department activities, gain an understanding of the corresponding business processes, and positions with process responsibilities. 

7. For financial processes, document positions with responsibility for initiating, reviewing, approving, and reconciling financial transaction types.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

8. Conduct walk-throughs of various processes for a small sample of transactions by reviewing billing edit and accounts receivable review, and corresponding documents noting approval signatures (manual or electronic) versus processes as described by department. 

9.  Evaluate processes for adequate secondary management review and approval.   Evaluate the adequacy of the processes to provide reasonable assurance that University resources are properly safeguarded.

10. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information Systems

11.
Interview department information systems personnel to identify all department information systems, applications, databases, and interfaces (manual or electronic) with other systems. Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:
a. Is this an electronic or manual information system?

b. Does the system interface with core administrative information systems? If yes is that interface manual or electronic? 

c. Does the primary system interface with external clearinghouses or health plan systems?  If so, are appropriate data security mechanisms in place?

d. What type(s) of source documents are used to input the data?

e. What type of access controls and edit controls are in place within the automated system?

f. How are transactions reviewed and approved with the system?

g. Who performs reconciliation of the system's output to ensure correct information?

h. Is a disaster/back-up recovery system in place for this system?

i. What is the retention period for source documents and system data?

12.
Obtain and review systems documentation, if available. 

13.
Document information flow via flowcharts or narratives, including all interfaces with other systems.   Consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   

14.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

15.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Department budget processes;

· Patient account collection activity; 

· Collection agency receipts; and,

· Integration of patient financial activities into the health sciences consolidated financial statements.
	·  Budgeting processes may not adequately align resources with key business objectives.

· Patient account activity billing and follow-up activity guidelines may not be documented, resulting in inconsistent practices and inaccurate financial reports.

· Results of patient billing and collection activities may not be accurately integrated into enterprise financial statements, resulting in inaccurate reporting.


B.
The following procedures should be considered whenever the core audit is conducted.

1.
Identify all financial reporting methods in use by the department for both departmental activities, and patient billing and accounts receivable management activities.  Obtain and review copies of recent financial reports. 

2.
Identify all budgetary reporting methods in use by the department for departmental activities.  Obtain and review copies of recent budgetary reports.

3. Document through spreadsheets, narratives, or flowcharts the process for compiling patient account and collection agency financial activity.

4.
Gain an understanding of the different methods implemented to monitor the department budget, patient account activity, and collection agency activity.  Validate on a test basis. 

5.
Interview department staff to document the billing process and collection processes.  Gain an understanding of variations required to bill various health plan contracts and patient insurance carriers.  Validate on a test basis.

6.
On a test basis, evaluate the accuracy and reliability of financial reporting. If certain reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as need to determine the impact of financial reporting issues.  

IV.  Compliance 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· Applicable Department of Health and Human Services (HHS)/Center for Medicare and Medicaid Services (CMS) regulations;

· The security regulations of the Health Insurance Portability and Accountability Act (HIPAA);

· Related health plan contract terms and conditions; and,

· Other department and local hospital policies and procedures.
	· Services to Medicare and Medicaid patients are not being billed in accordance with applicable regulations and guidelines.

· Non-compliance with laws and regulations may put the University at risk with regulatory agencies. 

· Non-compliance with departmental and local may negatively impact the accuracy of financial reports.




B.
The following procedures should be considered whenever the audit is conducted. 

1. Identify and summarize:

· Key compliance issues included in OIG/HHS Hospital Compliance Program guidelines related specifically to billing activities;

· HIPAA privacy and security standards specifically related to staff access to protected health information (PHI) and transmission of PHI to health plans;

· Other health plan contracts in effect at the time of the audit; and,

· Local policies related to hospital billing and receivables management processes.

2. Interview department management to determine whether they are familiar with the regulations and policies discussed in B-1.  Determine whether billing and accounts receivable systems have been designed to facilitate compliance.

3. Based on the limited review, evaluate whether processes provide a reasonable assurance that operations are in compliance with policies and procedures, and regulatory requirements. 

4. If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures, and criteria to evaluate the extent of non-compliance and impact.  Conduct additional detailed testing as needed to assess the overall impact of compliance concerns.  

V.        Operational Effectiveness and Efficiency 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate project management control processes, specifically addressing the following areas:

· Admissions and registration

· Charge capture systems and processes;

· Charge Master maintenance;

· Diagnostic (ICD-9) and procedural (CPT) coding for inpatient and outpatient services;

· Patient co-payment and deductible collection activities;

· Accounts Receivable management;

· Credit balance resolution; and,

· Other processes, as needed.
	· Patient information collected during admission or registration could be incomplete or inaccurate, increasing the risk of inaccurate billing or potential loss of revenue.

· Charge Master information could be outdated and inconsistent, increasing the risk of non-compliance with OIG or other payer requirements.

· Inaccurate or incomplete diagnostic or procedural coding increases the risk of non-compliance with federal and state regulations and/or other health plan contract requirements.

· Co-payment or cash deposit collection requirements could be inadequately defined and executed, resulting in loss of revenue and non-compliant practices.

· Absence of a proactive credit balance resolution process could result in decreased patient satisfaction and increased risk of external review, with potential associated penalties from federal payors.

· Inadequate claims processing and accounts receivable management practices will result in decreased revenue, and a prolonged revenue cycle.  Claims containing inaccurate information could also expose the institution to federal or state review, potential payment refunds and penalties for non-compliant billing practices.


B.
Based on the information obtained during the general, financial, and compliance overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered (preferably in context of the same projects selected during previous testing): 

Admissions and Registration

1. Conduct on-site observation and interview Admissions and Registration staff to verify that procedures are in place to obtain accurate and complete medical insurance coverage information prior to or at the time of inpatient registration/admission.  Determine whether the process captures and validates:

· Patient demographic information (current address, telephone, employer, etc.)

· Required health plan authorizations are considered and obtained;

· Appropriate identification of the primary and insurance secondary carrier, and;

· Primary care physician, referring physician and treating physician information. 

2. Review policies and procedures and interview Registration staff to determine whether outpatient registration information is updated on a consistent basis.

3. Determine whether management evaluates the efficacy of the admission/registration process through periodic monitoring of selected cases.  If so, review monitoring reports for a sample of patient admissions and registrations to identify that evaluation includes accurate capture of the data included in question 1 above.

Charge Capture Systems and Processes

4. Interview patient accounting service staff to determine the basic guidelines for generating charges for fixed services, i.e., daily room rates, and hourly rates for outpatient surgical center services.  Identify services or treatments that are charged based on cost plus mark-up and the methodology for determining the correct charge amount.

5. Interview selected hospital department staff to determine how charges are identified and entered into the system.

6. Review applicable policies and guidelines and system data flows and/or interview billing management to identify all departments that transmit batch charges to the system.  Determine how charge files are determined to be complete when received.

7. Determine whether controls are in place to process any non-covered services.

8. Obtain and review billing system reports of charges that were received late and charges that were rejected by the system for at least two cost centers.  Evaluate the content and interview cognizant department management to identify the primary reasons for rejected or late charges and determine whether the department has implemented appropriate corrective actions.


Charge Master Maintenance

15. Review the Charge Master for at least two departments or cost center to evaluate structure, content and consistency of charges for identical billing codes.

10. Interview billing department staff to identify the processes for:

· Adding services, supplies or durable medical equipment to the hospital Charge Master;

· Deleting services, supplies or durable medical equipment from the hospital Charge Master; 

· Assigning the dollar charge to each individual procedures or supplies;

· Ensuring that all services, durable medical equipment or supplies provided by each patient care department are included on the Charge Master

· Updating Charge Master content to ensure compliance with procedural coding changes/updates required by Medicare and other health plans.

11. Interview hospital staff in at least two departments or cost center to evaluate their familiarity with the Charge Master and their understanding of who to contact if they have questions/concerns.

Diagnostic and Procedural Coding




Inpatient

12. Through interviews with billing or medical records management that staff responsible for abstracting medical records and assigning Diagnosis Related Group (DRG) codes to inpatient cases are qualified and receive intermittent training about major changes to billing information requirements.

13. Determine whether billing staff or the Health Sciences Corporate Compliance Program intermittently monitor DRG coding to detect patterns or trends.  For example, comparison may be made to institutional DRG data to national MEDPAR data.

14. If monitoring is performed, obtain a sample of the reports and determine whether conclusions reached include audit risk assessment.  Also determine that appropriate level management receives the reports and take necessary action to modify practices, evaluation medical record documentation practices or provide additional abstractor/coder training as needed.
Outpatient

15. Interview billing management and obtain copies of all requisitions or encounter forms in use to ensure that requisitions/encounter forms are compiled and reviewed by trained personnel, periodically reviewed by management to ensure they include valid CPT and IDC-9 codes, include the majority of services provided in each patient care department and that there is space on the form to document diagnoses or procedures that are different from the most common choices listed on the form.

16. Select a sample to outpatient services provided in at least two patient service departments.  Obtain the source document used to bill the services, or identify the method for creating charges electronically.  Verify that the following information was provided on manual billing forms or input into a billing system:

· Date of service

· Correct patient account or other identification number

· Service department information 

· Billing code that matched the description of the service(s) provided

· Diagnosis code(s) in IDC-9 format

· Service authorization number, if required by the patient’s health plan 

Patient co-payment and deductible collection activities

17. Obtain and review organization policies and procedures related to cash deposits, co-payments and other patient share of cost payments. 

18. Interview Admissions and Registration staff to identify locations that collect and process patient cash payments. Select at least two cash collection sites and conduct on-site observation of the process to ensure that payment requirements are identified, collected and deposited in accordance with established policy and procedure. 

Claims compilation, edit and transmission processes

19. Interview billing staff to determine that claims edit and quality assurance processes are documented and understood.
20. Conduct on-site review of claims edit procedures.  As the billing staff is processing claims, evaluate the process for at least five claims.  Determine whether certain manual edits receive secondary review.  Evaluate whether the review procedures are adequate.
21. Select a sample of five billing transactions and use the billing test system, if possible to verify that the automated claim edit system cannot automatically change claim information and release a claim without subsequent review by billing personnel.  

22. Interview billing department personnel to identify the source of information used to ensure that claims transmitted electronically to clearinghouses or to health plans is complete.

23. Request the billing department denied services report and/or work lists to verify the process for identifying, correcting and re-submitting services denied by the payor.

24. Interview billing personnel to verify that trained staff has access to patient records and clinical information as needed to complete missing claim information.

25. Interview billing personnel to determine the percentage of claims that are filed electronically and manually.  Identify opportunities for improved process efficiency by transitioning claims from paper to electronic format.

26. To assess the adequacy of billing system controls, select a sample of patient admissions/registrations, obtain the associated insurance claim and conduct the following procedures:

· Determine that the treatment location was appropriate and was correctly documented on the claim for (inpatient, outpatient emergency, outpatient clinic, other);

· Verify that the diagnosis related group (DRG) or CPT code on the claim form is consistent with the diagnosis in the medical record;

· Determine that the service provider listed on the claim form is consistent with the provider in the medical record; 

· Review to payment remittance advice to determine that charges submitted were considered and paid.  If charges were denied, determine that their disposition was appropriate; and,

· Evaluate contractual allowances to ensure that they were appropriately calculated and posted.  
Accounts Receivable management

27. Obtain and review documented policies and procedures for patient accounts receivable management.  Determine that they have been re-evaluated and approved by management at least annually.

28. Interview billing personnel to verify that electronic posting of payor remittances is used, when available from the payor or health plan to ensure timely posting.

29. Review policies and procedures and interview billing personnel to verify that contractual allowances are posted in accordance with established standards.  If contractual allowances were calculated and posted by staff, select a sample of at least five payments, list the payment amount and contractual allowance.  Ensure that staff was authorized to complete the transaction and completed it accurately based on the information provided in the remittance advice.

30. Interview billing personnel and review department policies and procedures to verify that automated transaction authorization controls for posting contractual adjustments, bad debts and denied services have been established and are periodically monitored by management.

31. Compare department policies and procedures related to account collection processes and processes used by staff by observing staff performing collection activities.

32. Obtain and review billing system reports/work lists used by billing staff to assist in prioritizing patient account follow-up activities.  Compare the prioritized list with policies to ensure that criteria established for prioritizing account review (dollar value, payor, etc.) are consistent.

Credit Balance Resolution

33. Obtain and review written policy and procedure for resolving credit balances. 

34. Interview billing staff to discuss the process for researching and either refunding or retaining credit balances.

35. Review financial reports over three months to verify that credit balances are being consistently resolved.

36. Select a sample of five refunds recently paid to patients or health plans.  Compare the credit balance research and refund approval processes to written policy and procedures to ensure compliance.

VI.
Information and Communication 

A. The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases, system interfaces, and records practices.

· Charge entry/charge abstracting systems;

· Primary billing and accounts receivable management system;

· Claims edit systems; 

· Patient account management systems;

· Electronic or manual interfaces between departmental billing systems, applications, and/or databases;

· Electronic interfaces with claims clearinghouses or health plans;

· Electronic or manual interfaces with core administrative information systems;

· Records management policies and practices for both hardcopy and electronic records.
	· Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· Accuracy and consistency of patient billing data may be compromised due to inconsistent data transfer or data editing processes.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management policy and practice may not adequately ensure availability.


B.
The following will be completed each year that the audit is conducted.

1.
Identify any significant breaches, failures, or changes to information systems, and corresponding business processes. 

2.
Evaluate the impact of these to the overall system of internal controls. 

C.
In addition, consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources.  

D.
Based on the information obtained during the information systems overview, evaluate whether any information resources should be evaluated further via detailed testing using specific test criteria and procedures. 

GENERAL OBJECTIVES:

1.
Please provide the following to the extent that they are available:

a.
Mission statement or vision statement 

b.
Organizational chart

c.
Current delegations of authority or responsibility

d.
Most recent job descriptions for key management positions

e.
Strategic planning documents

f.
Chart of financial accounts

g.
List of regularly prepared management reports (financial and/or programmatic)


h.
List of key departmental contacts for major departmental activities 

2.
Please describe any significant changes to departmental operations in the last three years.  For example, please list any turnover in key positions; changes to policies, processes, or procedures; new information systems; new or revised compliance requirements; etc.

3.
Please describe department management's processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process in detail and corresponding reporting, if any.  

4.
Do you have any concerns with regard to the current state of departmental activities?  If so, what are they?   If not, what departmental operations should be considered for selection as the focus or scope of the current review in your opinion?

5.
Have any departmental operations been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, regulatory agencies, etc.)?  If so, please provide the results of the review(s). 

FINANCIAL OBJECTIVES:

1.
Please describe departmental budget processes, including departmental funds, and capital funds.   Please also describe departmental processes and responsibilities for monitoring budget variances (actual financial results versus financial budgets). 

2.
What financial reports are prepared regularly and with what frequency?   Who prepares the financial reports, and to whom are they distributed?

3.
How are collections and accounts receivable balances summarized and transferred to the financial system? What system interfaces are involved?

4.
Please describe the process for identifying and transferring accounts to the outside collection agency.  How are collection agency accounts monitored?  

COMPLIANCE OBJECTIVES:

1.
Please explain your processes for promoting and ensuring compliance with various requirements, e.g., OIG/HHS, HIPAA, other health plan contracts and internal policies and procedures.

2.
Are there any prescribed processes for monitoring the level of compliance with specific requirements, and reporting internally discovered instances of non-compliance?   If so, please describe the processes.

3.
In your opinion, are there any specific policies, procedures, rules, or regulations that are not consistently observed?  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact. 

4. Has the department formally designated a liaison with various regulatory agencies, e.g., the Medicare and Medi-Cal intermediaries? 

5. Who is responsible for monitoring compliance with federal and state regulations? Internal policies? Health plan contracts?  What systems and/or methodologies are used?
6. Is the Health Sciences Corporate Compliance Program involved with the resolution of inaccurate billing or questionable billing issues?
OPERATIONAL OBJECTIVES:

1.
Please describe your core business processes for the following:


a.
Admissions and Registration


b.
Charge capture systems and processes


c.
Charge Master maintenance


d.
Diagnostic and Procedural coding


e.
Cash deposit and co-payment collection 


f.
Claims compilation, edit and transmission processes

g.
Accounts Receivable management 

h.
Credit Balance Resolution

2.
Please describe your management reporting processes regarding the status of operational activities.  Please include both written and verbal reporting channels.  For example, include documented status reports, as well as project status meetings.  Also, please indicate which are used on a recurring basis, and the frequency, and which are used on a more ad hoc basis. 

3.
Regarding admissions and registration, please answer the following:

a.
What data obtained during admissions and registration has an impact on the billing process?

b.
Please describe the system for transferring patient account information to claims.  Has a procedure been implemented which provides feedback to Admissions and Registration management when patient account information is consistently inaccurate?  Is billing management involved in the Admissions and Registration training process? 

4.
Regarding charge capture systems and processes:

a.
What are the various ways that hospital inpatient charges enter the billing system? Outpatient charges?

b.
Who is responsible to ensure that all charges are identified and input into the system?

c.
What tools or reports are provided to responsible personnel to assist them with consistent charge capture?  Is training provided to staff?

5.
Regarding diagnostic and procedural coding, please answer the following:

a.
What departments are responsible for selecting codes for billed charges?  Please describe the various coding practices. 

b.
Does management require that staff who perform coding activities be certified?  Is periodic training provided?  By who?

c.
What systems are used to complete coding?   Do those systems have additional billing compliance functionality (i.e. comparison of diagnosis and procedure codes for reasonableness)?

6. 
Regarding Charge Master Maintenance, please answer the following:


a.
Who is responsible for maintaining the hospital Charge Master?  

b.
Describe the request and approval process for implementing changes to the Charge Master.  Who performs a final review of billing codes and prices? 

c.
What is the process for ensuring that billing codes throughout the Charge Master are updated annually when the CPT codes are updated?

d.
How are medication costs included in the Charge Master?  How are variances between allowable charges between payors identified?

e.
Has a periodic quality assurance review of Charge Master information been implemented?  What reports are generated?  Who is responsible to review the reports and implement corrective action?   

7.
Regarding cash deposit and co-payment collection, please answer the following:

a.
Please provide a list of the primary locations that collect patient co-payments and cash deposits.     

b.
How does staff in those locations know when a patient payment is due?  Can services be provided if a patient is not prepared to make a co-payment or deposit?   

c.
How does management ensure that cashiering functions comply with BUS 49 standards?     

8.
Regarding claims preparation, edit and transmission processes, please answer the following:

a.
Describe how claims are compiled in the billing system.  Please include information relative to claims cycle time and criteria for distributing responsibility for claim preparation and editing among the staff?   

b.
Describe the claim edit criteria and accountability structure.  Is the criteria documented?  Have billing compliance regulations been included in edit criteria?

c. Are claims transmission standards fully compliance with HIPAA?  Are all clearinghouses and other transmission strategies compliant with HIPAA standards?

d. Are batch or control totals used to ensure that electronic files are complete when received by other systems? 

9.
Regarding accounts receivable management, please answer the following:

a.
How is the responsibility for accounts receivable management divided among the billing supervisors and staff?      

b.
What reports are generated by the billing system to assist the staff with achieving production goals?  How often are they revised?

c. What manual and system resources are available to staff to assist with answering questions about payor requirements or claim information?

d. Describe the health plan contract management process. 

10.
Regarding credit balance resolution, please answer the following:


a.
Who is primarily responsible for resolving credit balances?

 
b.
What criteria are used to prioritize which credits to work?

c.
What industry benchmarks are available to compare the results of local credit balance management with other institutions?

d.
How are refunds processed? 

11. Please describe any operational activities that, in your opinion, could be improved.   Specifically, what would be changed, and what would be the resulting benefit.  Has the idea been discussed internally and, if so, what was the result?  If not, why?

INFORMATION SYSTEMS OBJECTIVES:

1.
Please provide the name and version of the information system used for the following.  Please also note whether applications are manual or electronic, and what system they run on. 


a.
Charge Capture/Abstracting


b.
Primary hospital billing and receivables system


c.
Claims Edit system


d.
Patient account management system


e.
Other systems, if applicable  

2.
Who is responsible for systems administration and security?   How is physical security maintained for departmental information resources?  How is logical security (access) provided or restricted?   Who decides the level of security?  Are there departmental security or computer use guidelines?

3.
Have any department information systems been developed internally?  If so, please describe the development process and the current status of the system(s)? 

4.
Do any departmental information systems interface with systems owned by other central administrative departments?  If so, please describe. 

5.
Does the department have a written disaster recover plan for emergencies?  If so, is that plan periodically tested?   When was the last test, and what were the results?  

6.
Please describe the records retention schedules that are followed. 

7.
Have there been any indications of problems with information, i.e., availability, accuracy, completeness, timeliness, security, etc.   Describe the problem and its resolution, if applicable. 

8.
Have all the required software licenses been acquired?   How are licenses tracked?  Are maintenance agreements current? 

9.
Do you have any concerns about departmental information systems, or interfaces with other systems? 

10.
Are there any plans for changing current information systems or adding new ones in the next three years? 

11.
Describe your virus protection strategy.

12.
Describe any additional security protections implemented (i.e., firewalls, IP filtering, IP Sec, VLAN, routing, encryption).

